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(57) * An automated banking machine (1 2) is opera- 
tive to conduct transactions in response to HTML doc- - 
uments and TCPA? messages exchanged with a iocat 
computer system (14) through an intranet (16), as well 
as in response to messages exchanged with foreign 
sen/ers (20. 22, 24, 26. 28.) in a wide area network (IB). 
The banking machine includes a computer having an 
HTML document handling portion. The HTMLdocunrient 
handling portion is operative to comnnunicate through a 
proxy server, with a home HTTP server in the intranet 
,or t he , f o r ei gn servers in the wide are a network. The 
computer further includes a device application portion 
which intertaces with the HTML document handling por- 
tion and dispatches messages to operate devices in the 
automated banking machine. The devices include a 



sheet dispenser mechanism which dispenses cun-ency 
as well as other transaction devices. The device appli- 
cation portran communicates with a device interfacing 
software portion in the banking mad^ine through a de- 
vice sen/er in the intranet. The device server nnaintains 
local control over the devices in the banking machhe 
including the sheev dispenser. The banking machine op- 
• efates to read indicia on the user's card corresponding 
to a system address. The computer is operative to con- 
nect the banking machine to the home or toreign server 
corresponding to the system address, which connected 
server operates the banking machine until the comple- 
tion of transactions by the user 
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CARD KEYBOARD CASH DEPOSITORY RECEIPT JOURNAL 
READER DISPENSER PRINTER PRINTER 



Description 

[0001] This invention relates to automated banking 
machines. 

[0002] Automated banking machines are welt known. 
A common type ot automated banldng machine used by 
consumers is an automated teller machine ('ATM"). 
ATMs enable customers to carry out bankrng transac- 
tions. Common banking transactions that may be car- 
ried out with ATMs include the dispensing oi cash, the 
making ot deposits, the transler of funds between ac- 
counts, the payment o1 bills and account balance inquir- 
ies. The type ot banking transactions a customer can 
carry out are determined by capabilities *of the particular 
banking machine andthe programming of the institution 
operating the maichine. Other types ot automated bank- 
ing machines may allow customers to charge against 
accounts or to transfer funds. Other types of automated 
banking machines may print or dispense items of value 
such as coupons, tickets, wagering slips, vouchers, 
checks, food stamps, money orders, scrip or travelers 
checks. For purposes of this disclosure an automated 
banking machine or automated transaction mai^ihe 
shall encompass any device which cames out transac- 
tions including transfers of value. 
{0003] Currently ATMs are operated in proprietary 
communications networks. These networks Intercon- 
nect ATMs operated -by financial instKutrons and other 
entities. The interconnection of the networks often ena- 
bles a user to use a banking machine operated by an-^ 
" other institutoi if the foreign institution's thanking ma- 
chine is interconnected with the network that includes 
the user's institution. However when the customer op- 
erates the foreign institution's rhachine the customer 
must operate the machine using the customer interface 
that has been establtehed by the foreign institution tor 
its banking machines. In addition the user is limited to 
" the transactbn options provided by the foreign institu- 
tion. 

[0004] A customer may encounter difficulties when 
using a foreign institution's machine. Problems may oc- 
cur because the user Is not familiar with the type of ma- 
chine operated by the foreign institution. Confusion may 
result because the customer does not know which but- 
tons or other mechanisms to actuate to accomplish the 
desired transactions. The transaction flow for a custom- 
er- at a foreign institution machine may be significantly 
different from machines operated by the user's home in- 
stitution. This nnay be particularly a problem when the 
user is Irom another country' and is not familiar with the 
type of banking machine orthe language of the interface 
provided by the foreign institution. Likewise, the docu- 
ments which are printed by printers in an automated 
banking machine are generally limited to a limited group 
of defined formats in a single language. 
[0005] A foreign Institution may also provide different 
types of transactions than the user is familiar with at their 
home institution. For example the user's home institu- 
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tion may enable the transfer of funds between accounts 
through their automated banking machines, to enable 
the user to n^aintain funds in higher interest bearing ac- 
counts until they are needed. If the foreign institutton 
does not provide this capability, the user will be ur^le 
to do this when operating the foreign machine. The in- 
ability ot a user at a foreign machine to conduct the 
transactions that they are accustomed to may present 
problems. 

ii> [0006] The networks that operate automated teller 
nrtadnines and other types of automated banking ma- 
chines generally operate proprietary networks to which 
access is restricted. This is necessary to prevent fraud 
or tampering with the network or user's accounts. Pro- 
prietary networks are also generally used for the trans- 
mission of credit card messages and other financial 
transactron messages. Access to such credit card 
processing systems is also restricted prirharily for pur- 
poses of maintaining security. 
2p [0007] Communication over wide area networks ena- 
bles messages to be communicated between distant lo- 
cations. The best known wWe area network is the Inter- 
net which can be used to provide communication be- 
tween computers throughout the world. The internet is 
not widely used for financiaf transaction messages be- 
cause (t is not a secure system. Messages- intended for 
receipt at a particular coinputer address may be inter- 
cepted at other addresses without detection. Because 
the messages may be intercepted at kxations that are 
^ distant in the world from the Intended recipient, there is 
potential for fraud and corruption. 
[0008] Companies are beginning, to. provide ap- 
proaches for more secu re transmission of messages on - 
the Internet. Encryption techniques are also being ap- 
plied to Internet messages. >lowever the .openness of 
the Internet has ftmlted its usefulness for purposes of 
fir^ancial messages, particularly financial messages as- 
sociated with the operation of automated banking n\a- 
chines, 

4o [0009] Messages in wide area networks may be conrh 
municated using the Transmission Control Protocol/In- 
ternet protocol ("TCP/IP"). U.S. Patent No. 5,705,422 
shows an example of a system in which financial infor- 
matbn stored in databases is accessed through a pri- 
vate wide area network using TCP/IP messages. The 
messages transmitted in such networks which use TCP/ 
IP may include "documents" (also called 'pages'). Such 
documents are produced in Hypertext fv/larkup Lan- 
guage ("HTML") which is a reference to a type of pro- 
&o gramming language used to produce documents with 
convnands or lags'* therein. The tags are codes which 
define features and/or operations o1 the document such 
as fonts, layout, imbedded graphics and hyisertext links. 
HTML documents are processed or read through use of 
J*5 a computer program referred to as a "browser". The tags 
tell the.browser how to process and control what is seen 
on a screen and/oc is heard on speakers connected to 
the computer running the browser when the document 
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is processed. HTML documents may be transmitted 
over a network through the Hypertext Transfer Prolocol 
("HTTP"). The term "Hypertext" is a reference to the abil- 
ity to embed links into the text of a document that allow 
communication to other documents which can -be ac- 5 
cessed in the network. 

[0010] Thus there exists a needtor an automated 
banking machine and system that can be used in a wide, 
area network such as the internet while providing a high 
level of security. 

[0011] Various aspects of the invention are exempli- 
fied by the attached ctainr^ and by the list ot sequentially 
numbered clauses 1 to 220 found at the end of the de- 
scription. 

[001 2] It is therefore possible to provide: 

an automated banking machine and system which 
provides a user with the familiar interface and trans- 
action options of their home institution when oper- 
ating foreign institution machines; 20 

an automated banking machine which may provide 
more tran?acti<^ options and types of promotbnal 
and printed materials to users; 

ss 

an automated banWng nnachine at which a user may 
conduct transactions; 

an autonnated banking machine that may be oper- 
ated through connection to a wide ansa network; 3o 

an automated banking machine that provides great- 
er options for machine outputs; 

an automated banking machine that communicates 35 
using HTML documents and TCP/iP messages; 

an autooiated banking machine that enables the 
connection of the banking machine to a user's home 
institution through HTML docunients and TCP/IP 4o 
messages generated responsive to indicia on a 
card input by a user; 

an automated t>an king machkie and system that ac- 
compiishes transactions over a wide area rtetwork <5 
while maintaining a high level of security; 

an automated banking machine and system that 
controls connection of the banking machine to for- 
eign addresses through a proxy server, so 

an automated banking machine that limits the op- 
eration of devices in the machine through a local 
device server; 
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an autonr\ated banking machine and system that Is 
operable through connection to the Internet; 



an automated banking machine that may be used 
to provide a user with more types of messages in- 
cluding messages targeted to particular users; ' 

an automated banking machine which is capable of ; 
providing users with a wider variety of printed doc- 
umems; 

an automated banking machine which provides ad- 
ditional optrans for identifying authorized users; 

an automated banking machine that can be used in 
connection with existing transaction systems while 
providing enhanced functbnality; 

an automated banking machine which provides en- 
hanced diagnostic and service capabiiities; 

an automated banking machine which performs 
transactions at a rapid pace; 

improved systems in which automated t)anking ma- 
chines are used; and/or 

improved methods of operation for automated 
banking machines and systems. 

[001 3] According to one embodiment of the invention 
there is provided an automated banking machine that 
Includes ah output device such as a display screen, arid 
an input device such as a touch screen or a keyboard. 
The banking rriachine further includes devices such as 
a dispenser mechanism for sheets of currency, a printer 
mechanism, a card reader/writer, a depository mecha- 
nism and other physical transactbn function devices 
That are used by the machine to accomplish bankffig 
transactrons, 

[0014] The banking machine further includes a com- 
puter. The computer is in operative connection with the 
output devices and the input devices, as well as with the 
sheet dispenser mechanism, card reader and other 
physical transaction f unctton devices in the banking ma- 
chine. The computer includes software programs that 
are executable therein. The software programs include 
an HTML document handling portion. The HTML docu- 
ment handling pbrtbn operates to send and receive., 
HTML documents and HTTP messages. The HTML 
document handling portion is preferably in connectbn 
with the output device to display screens including hy- 
pertext link indicators. The HTML document handling 
portion is also preferably in connection with the input 
devfce which enables user selection and the generation 
of response messages from the computer. The HTML 
document handling portion preferably operates in con- 
nection with .a JAVA software environment and has the 
capability ot. executing instructions in JAVA script trans- 
mitted with HTML documents. 
[0015] The software in the computer further prefera- 
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bly includes a device application portion. The device ap- ates responsive to messages Irom the home server. If 

plication portion Includes software that is operative to however the user's input address corresponds to an ad- 

• control the sheet dispenser and other devices. In one dress of a foreign sen/er, the proxy server is operative 

embodiment of the Invention the device application per- to communicate through the wide areia network with th e 
tion includes a plurality of JAVA applets for operating tinfe 5 , foreign server at the customer's hwne institution. If the 

devices in the machine. customer causes the machine to connect a server op- . 

[0016] The computer tn the automated banking ma- erated by a foreign rtstitution. the HTML documents 

chine further includes a device Interlacing software por- sent from the foreign institution correspond to those nor- 

tion. The device interfacing software portion operates to malty provided by the foreign tnstitutbn. As a result the 

receive messages from the device applicatbn portion customer is tamiliar with the interface produced by these 

and to cause the devices tooperate through appropriate documents and will be able to more readily operate the 

hardware interfaces. In one preferred form of the auto- banking machine. 

mated banking machine, the HTML document handling [0021 ] The foreign server or home server operate the 

portion, device application portion and device interfac- banking machine by sending HTML documents tl^ in- 
ing software portion each reside on the same computer is elude Instructions for operating the devices in tho bank- 

and communicate at different IP jxjrts. ing machine. The Instructions are transmitted from the 

[001 7] The automated banking machine in one con- HTML document handling portion to the device applica- 

figuration communicates using TCP/IP messages in an tion portion of the software, which operates the devices 

intranet whk:h includes a plurality of such rr>achines. The in response to the instructions. The instructions from the 

intranet is in turn connected to at least one computer device application portion to the devfces in the automat- 

which is operated by a home institutton. The home in- ed banking machine are passed through the device 

stitutbn is the entity that operates the banldng ma- sen/e r of the home institutton. This helps to maintain se- 

chinois. * curily. k> addklon, the proxy server tnctudes screening ' 

[001 8] The computer of the home institution pref era- software which limits the foreign senders which may con- 

bly includes a horTW HTTP sender, a proxy server and a nect to and operate the banking machine. This is re^ • 

device server. The proxy server communicates through ferred to as. a "fire wafl." 

the intranet with the HTML document handling portion [0022] Some embodiments ot the present invention 
of the software in each of the banking machines. The also provide enhanced user interfaces aihd for the print- 
proxy server is alsoconnectable toa wide area network. ing of a wide variety of documents wtth the banlwngn^aT 
such as the. internet, to which foreign son/ers are con- so chine. Sonne erhbodimerits enable achieytng enhanced ' 
neded. The device server is operative to pass messag- functictfiaiity while utilizing existing transaction networks 
es between the devrce application portion and the de- and automated transaction machines. • - 
vice interfacing software portion of the banking ma- 
chines. The device sen/er may include monitor software BRIEF DESCRIPTION OF DRAWINGS • • = 
which monitors and selectiveiy limits the use and oper- 35 

ation of the devices in the beuiking machine. This pro- [0023] Figure 1 is a schematic view of a network con- 

vides a level of security. figuration inciudtng an automated banking machine ap- 

[0019] The automated bankingmachine and system paratus and system. 

is operative to place a user in connection with the Insti- [0024] Figure 2 is a schematic view of one embodi- 
tution where they have their accounts. This can be either 40 rnent of an automated banWng machine, 
the home institution that operates the banking machine [0025] Figures 3 through 24 show schematic views ot 
where the user is present, or a foreign institution which the automated banking machine, an Intranet connecting 
is connected; to the wkie area network. To operate the the banking machine to a computer system of a home 
banking machine a user provkies inputs which corre- bankanda wide area network connecting the computer 
spond to an address, such as a URL address, through system of the home bank to a foreign bank 
an address input device. The HTML document handling [0026] Figures 3 through 18 schematically represent 
portion operates to connect the banking machine to the ' steps in a transaction carried out at the banking machine 
server corresponding to that address. This is preferably with the computer system of the home bank, 
accomplished by the user having indicia representative 10027] Figures 1 9 through 24 sch ematlcally rep resent 
of the address on a card that is read by a card reader h 50 steps in a transaction carried out at the banking machine 
the banking machine, or other input device which* iden- with the computer system of the foreign bank, 
tifies the user or an institution or entity, with which the [0028] Figure 25 is a schematic view ot a network con- 
user has accounts. figuration including an alternative embodiment of an au- 
[0020] The HTML document liandling portion is re- tomated banking machine. 

sponsive to the address on the card or other input data ss [002g] Figure 26 is a schematic view ot frames in the 

to connect through the proxy sen/er to the user's insti- HTML docurrient handling portion of the alternative em- 

tution. If the user's home institution address corre- bodiment of the alitomated. banking machine. shown in 

sppnds to the home sender, the banking machine oper- Figure 25. 
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[0030] Figure 27 is a schematic view ot a custc^er 
inlerface dt. an automated banking machine and f unctfon 
keys and l<Gypad keys included in the interface. • • 
[0031] Figures 28-30 schennatically. represent exem- 
plary. steps ill converting f unction key and keypad :key 
inputs to keyboard stream and nr^ouse stream inputs. 
[0032], Figuffif 31 schematicaliy represents rocemplary 
steps in printing documents Wtth the automated banl^ing 
machine. . 

[0033] Referring nowto the drawings and particularly 
to Figure 1,. there is shown therein a network configura- 
tion schematically indicated 10, which includes the au- 
tomated banking machine apparatus and system ot one 
preferred embodiment o1 the present invention. Network 
10 includes a plurality of automated banking machines 
1^ which in this embodiment ot the invention are ATMs. 
ATMs 1 2 are connectedto a computer system of a home 
bank schematically indicated 14. Horn© bank computer 
system 14 is the computer system that is operated by 
the bank or other insVrtutton which has primaiy respon- 
sibility for the ATMs 12. Home bank computer system 
14 is connected to the ATMs 12 through an intranet 16. 
Intranet 16 is preferably a local or proprietary network 
that provides communication between the computer 
system 1 4 and the banking rnachines 1 2 usuig messag- 
es in the Iransnrussion control protocol/intemet protocol 
.(TGP/iP") format. ' 

[0034] The m essages that ana comm un Icated th rou gh 
the intranet 16 are.preferably TCP/IP messages and hy- 
pertextmark up language ("HTML") documents. In one 
preferred embodiment of the inventbn the HTML docu- 
ments sent. through intranet 16 irvjlude emt>edd6d ol> 
ject oriented prc^ramming instmctions, preferably in the 
JAVW&fomiat whici^ has been devetopedby Sun Micro- 
systems. The messages sent through intranet 16 may 
be sent in an encrypted or unencrypted form depending 
on the nature of the system and the security needs of 
the horne bank. 

[003S1 It should be understood that embodiments of 
the invention may process oti^er forms of documents 
which include tags or instructions therein. For example 
a form of "extended" HTt^Lhas recently been proposed 
which may be used in embodiments of the invention. For 
purposes of this document all such forms of languages 
and variants which inctude documents, which docu- 
ments include instructions therein shal! be referred to as 
HTML documents. Likewise, while JAVA® is used in the 
described emljodiment, other programming languages 
may be used. For example, Active-X^^ developed by Mi- 
crosoft Corporation or other languages may be used in 
other embodiments. Further it shoufcl be understood 
that the instructions included in documents nnay be op- 
erative to cause a computer to access other documents, 
records or files at other addresses to obtain a program 
to carry out an operation. 

[0036] Home bank computer system 14 is also con- 
nectable as shown to a wide area network 18. In some 
embodiments of the Invention the wide area network 16 
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is the internet. In other embodiments of the invention, 
other wide area networks may be used. The wide area 
network preferably oorrimunicates rnesbages in TCP/IP 
between numerous cdm^uler systems connected to the 
wide area network. These foreign corhputer systems are 
schematically represented by sen/ers 20, 22, 24, 26 and 
28. It should be understood that sen/ers 20 through. 28 
may be operated by or connected to other financial 
stitutions throughout the world. Senders 20 through 28 
preferably operate by communicating HTMLdocuments 
and other HTTP "messages. . , . ^ - 

[0037] Figure 2 shows a scherriatlc view of the ATM 
12 used in connection wKh one preferred embodiment 
of the invention. ATM 12 includes a touch screen 30. 
Touch screen 30 includes a display screen which senses 
as an output device for communication with a user of 
the machine. Touch screen 30, because it is a touch 
screen, also serves. as an input device tor receiving input 
instnjctions fnam a user. Touch screen 30 is connected 
through an interface 32 to a computer 34 which is pref- 
erably housed within the machine. Alternative embodi- 
ments of the invention may include other output devices 
such ae audio speak^re. 

[0038] Computer 34 is also In connection with a plu- 
rality of transaction function devfces 36 which are includ- 
ed In ATM 12. Devices 36 include for exanr\ple, a card 
readerAvriter mechanism 38 and a keyboard 40. Devic- 
es 36 further include a sheet dispenser mechanism 42 . 
which is operative to dispense sheets, which in- some 
preferred forms of the inyemion. are currency Or bank 
notes. Devtees 36 also include a depository 44 for ac- . 
cepting deposits into a secure kx:atton in the machina 
A receipt primer 46 for providing transaction recetpte to 
customers is also included among devices 36. A journal 
printer 4S is also included among the devices for keep- 
ing a hard copy record o1 transaction information. In oth- 
er embodiments other or additional transaction functbn 
devices which carry out other transaction functions may 
be used. Other embodiments may include fewer trans- 
action function devices. It should be further understood 
that while the described embodiment of the invention is 
an automated banking machine, the same prmciples 
may be employed in many types of transaction ma- 
chines that do not rtecessarily carry out banking trans- 
actions. 

[0039] Each of the devices is operative ly connected 
to an internal contnDl bus 50 within the banking machhe 
1 2. The control bus 50 outputs the intemal messages to 
the particular devices. Each device has an appropriate 
hardware interlace which enables the particular device 
to operate to carry out its respective function in response 
to the messages transmitted to it on control bus SO. Card 
reader/writer 38 has a hardware interface schematically 
shown as 52. Hardware interfaces 54, 56, 58. 60 and 
62 are respectively operative to connect keyboard 40, 
sheet dispenser mechanism 42, depository mechanism 
44, receipt printer mechanism 45 and journal printer 
mechanism 48 to the control bus 50. 
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[0040] Computer 34 has several software programs 
that are executable therein. In the preferred embodi- 
ment of the Invention these software programs include 

a device irrtarfacing software portion generaJfy indicated . 
64. Device interfaicing software portion 64 preferably in- s 
eludes a software device interface 66 that communi- 
cates electronic messages with the control bus 50. The 
device interface software portion 64 also preferably in- 
cludes a device manager 68'. The device manager is 
preferably operative to manage the various devices 36 io 
and to control their various states so as to be assured 
that thay properly operate in sequence. The device 
manageris alsoprsterably operable tocreate device ob- 
jects in the .software so as to enable operation of the 
devices by at least one object oriented program 70. De- - is 
vice interfacing software portion 64 also includes the ob- 
ject oriented program portion 70, which in one preferred 
embodiment is an application written in the JAVA lan- 
guage. Program 70 worlw in conjunction with the device 
manager to receive object oriented JAVA messages 20 
■ which cause the devices to operate, and to transmit de- 
vice operation messages indicalive^f a manner in which 
devices, are operating and/or are receiving input data. 
[0041} The -device interfacing software portion 64 In 
the described embodiment operates on computer 34 ss 
and communicates throu^ a physical TCP/IP connec- 
•tion 72 with the intranet 16, The - physical connection 
may be analog diahup, serial port, ISDN connection or 
other suitable connection. In-the configuration of the 
•system as shown, device. interfacing software portion 64 3o 
communicates.at the IP address of computer 34 and at 
an (P port, or socket indicated 74- that is different f ram 
the other software applications, in other embodiments 
of the invention, device interfacing- software portion 64 
may operate in a different computerlhan the other soft- as 
wars applications of the hventior>. 
[0042] It should further be understood that although 
in the present embodiment of the invention the device 
mtertacing portion &4 is software, in other embodiments 
of the tnvenlioh all or .portions of the instruction steps 40 
executed by software portion 64 may be resident in 
firmware orjn other program media in connection with 
one or more computers, which are operative to commu- 
nicate with devices 36. For puipbses of this document 
all such forms pf executable instructions shall be re- 4S 
ferred to as software, 

[0043] Other software also operates in computer 34 
This software includes HTMl document handling soft- 
ware which includes a browser, schematically indicated 
76. In the present embodiment of the invention the so 
HTf^L document h^diing software includes a browser 
provided by NetscapeCB). However in other embodiments 
other HTI^L document handling and communicating 
software and browser software, such as Hot JAVA® by 
Sun Microsystems or Intemet ExplorerTw from Micro- ss 
soft, may be used. Browser 76 communicates in com- 
puter 34 at an IP port indicated by 78. 
[0044] Browser 76 is in operative connection with 



JAVA environment software 80 which enables computer 
34 to run JAVA language programs. JAVA fanguage pro- 
grams have the advantage that they operate the barhe 
.:.on aivanety of hardware platfonns without modification 
Tm?/^'*^® onceVmn anywhere- capability makes the 
JAVA environmerrt well-suited for the present embodi- 
ment of the invention. However other embodiments may 
use different types of software prograrris. 
[0045] The JAVA environment software 80 enables 
computer 34 to execute instructions In JAVA script 
schematically indicated 82. The instructions that are ex^ 
ecuted by the computer In JAVA script are preferably 
embedded JAVA script commands that are included in 
the HTML documents which are received through the 
browser 76. The browser 76 in connection with the JAVA 
environment software 80 which executes instructions in 
the embedded JAVA script 82.. serve as an HTML doc- 
ument handling software portion for transmitting and re- 
ceiving HTML documents and TCP/IP messages 
through the IP port indicated by 78. 
P046} Computer 34 a/sb has executable software 
therein having.a device application portion 84. The de- 
vice applioation portion 84 conlatntf^ecutabte instnic- 
tions reiated to operation of the devices ^. Iri the pre- 
ferred embodiment of the invention, the device applica- 
tion portion consists of a plurality of JAVA applets In the 
described embodiment the applets- are also preferably, 
programs operable to control and keeptrack of the sta- 
tus of the devices with which they a^e associated- Cer- 
tain applets are alsopreterably bper^le to configure the 
browser to communicate messages. Certain applets- 
manage security and authenticate entities that use the 
ATM, 

^^I^ Ascribed embodiment of the irwention 

JAVA applete are associated with functtons such as enl • 
abling the card reader mechanism, notifying the browser 
When a user's card data has been entered, operating 
the receipt printer mechanism, operating the journal 
printer mechanism, enabling the customer Iteyboard 
and receiving data input through the Iceyboard. operat- 
ing the sheet dispenser mechanism, operating the de- 
pository, navigating to document addresses, timing de- 
vice functions, verifying digital signatures, handling en- 
■ cfyption of messages, controlling the mix of bills dis- 
pensedf rom multiple sheet dispenser mechanisms, cal- 

cuiatingforeign exchange, and endingatransaction and 
instructing the browser to return to communication with 
the home sender. Of course, in other embodiments, oth- 
er applets may be used to cdntrol devices and use data 
to cany out various desired functions with the machine 
The device applfcation portion 84 communicates in the 
corapuier 34 at an IP port indicated 86. 
[0048] In the described embodiment of the inventbn 
the device application portion 84 of the software does 
not communicate its messages directly to the device in- 
terfacing software portion 64. As later explained, this 
provides heightened security. However It should be un- 
derstood that embodiments of the invention may provide 
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for the device application portion 84 to directly commu- . 
nicate device operation messages to Xh& device pror . 
gram 70. This nreiy be done ©itlier intennaliy using TCP/ 
J P. by delivery ot messages in a conventional rrianner 
through a queue established in the operating system of 
the computer tiiat is associated with the software that 
.Interfaces with the devices, or by direct cat! to this sott- 
ware. 

[004d} From the foregoing discussion it wilt atso be 
appreciated that certain applets in the device applicallon 
portion 84 may correspond to devices which are not 
present in all automated teller machines. For example 
an automated teller machine that operates only as a 
cash dispenser does not include a depository mecha- 
nism tike depository 44: To accommodate the situation 
where a user requests a transaction that is not physically 
possible with the ATM 12, the device interfacing soft- 
ware portion 64 may be progrannmed to provide an ap- 
propriate response message to indicate that the function 
is not available. 
[00501 Alternatively, the device interfacing software 
portion nr\ay include a function which checks tor the. 
presence or absence of each type of physicat device 
withir> the ATM. Information indicative of the devices 
present in the ATM may be included as part of the mes- 
sages generated by the ATM. For example, Information 
indicative of the devices which are operative in the ATM 
rhay be included as a portion or several parts of the URL 
addresses to which messages :are directed by the ATM. 
" In this way, the UBL in thei seryer to which the- ATM con- 
. nects may be configured tor providing only HTML doc- 
uments which correspond to ^e types oJ transactions 
that ^te ATM is capable of pertorming. As a result the 
■ browser avoids displaying documents which include ref- 
- erences to transaction types that the machine is not ca- 
pable of performing. Thus for example, a nr\achtne may 
avoid producing a display in response to:a document 
which includes a reference to a deposit transaction if the 
machine does not include a depository. 
[0051] Altematively the machine nrtay include in mem- 
ory, data representative of the functional devices includ- 
ed in the machine. This may include for example data 
representative of a plurality of devices in the nnachine 
and the configurations o1 such devices, or alternatively, 
a designator such as a machine number sufficient to 
identify the capabilities of the rnachine. The device data 
indicative of the functional devices in the machine is 
communicated to a server and the seo/er is operative to 
. deliver the appropriate HTML documents (or the devices 
present in the machine. This n;iay be done based on the 
data corresponding to the device data from the machine 
or rnay be resolved from a memory which holds data 
representative of thefunctionat devices in a machine as- 
sociated with a particular designator. Documents setec- 
tivety delivered by the server to the browser of the ma- 
chine will include the appropriate references to the func- 
tional devices present in the machine. These docu- 
ments may be static documents or may be generated at 
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oin time f ron^. sub-documents or othenwse. to provide 
the appropriate outputs and Instructions to the output 
devbes of the transaction machine. 
[0052] Figure 3 shows'the ATM 1 2 in communfcation "• 
through the intranet 16 with the home bank computer 
system 14. Computer system 14 includes a proxy sen/er 
88; System 1 4 further includes a home HTTP server 90. 
Computer system 14 furfrier includes, a device server 
92, The proxy server, home HTTP sen/er and device 
server may be Included in a sinjgie computer as shown» 
or in other embodiments n>ay be separate computers! 
Additional servers may be operative in other ernbqdi- 
ments. 

[0053] The home HTTP sen/er 90 is preferably in 
•communication with a data store and is in electronic 
communication with a back office computer system, 
schematically indicated 94. Back office computer sys- 
tem 94 is operative to keep track of debiting or crediting 
customer's accounts when they conduct transactions at 
the automated banking machines. In addition back of- 
fice 94 is also preferably oiperative to track transactions 
for purposes of accomplishing settlements with other in- 
stftuttorts who are participants In ths system and )A^ose 
customers conduct transactions at the ATMs 1 2.. 
[0054] As later explained, proxy server 88 is atso op- 
erative in the described embodin\ent to communfcale 
through the wide area network 18 with foreign -servers • 
such as foreign server 96. Foreign server- 96 is an ex- 
ample of a server (^erated by an institutbn or entity oth- 
er than the institution vyhich operates .connputer system . • 
. 14. It should be understood that while foreign server 96 • 
is indicated as operated by a "foreign* institution, this is 
not necessarily indicative that the institution Is located 
in another country from the Institution that operates . 
computer system 14. However, it is possible that foreign 
server 96 could be located In sudi a foreign country, in- 
cluding a country in which the language spoken is dif- 
ferent from that generally used in the country where 
ATM 12 Is located. 

[0055] The conduct of transactions using the ATM 1 2 
is now explained with reference to Figures 3-24. It 
should be understood that the following described trans- 
action flows are merely examples of the operation of the 
apparatus and system, and the apparatus and system 
may be configured and operated in numerous ways to 
carry out transactions.. 

[0056] At the start of an exemplary transaction, as 
schematically represented in Figure 3, the browser 76 
communicates through the intranet 16 with the proxy 
sen/er 86. The communication is established preferably 
in a manner so that HTML documents intended to attract 
customers to the, ATM 1 2 are displayed on the touch 
screen 30. This is referred to as the "attract mode." 
These HTML documents which are processed in the 
browser to produce the outputs in the form of screens 
on the touch screen 30 (and/or outputs through other 
output devices included in the machine) may originate 
from home HTTP server 90 which is operative to deliver 
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the HTML documentstothe pro)Q'. server. Thehome HT- • 
TF* server sends the messages addressed to the IP port 
associated with browser 76, so as to cause their display 
at the proper ATM machine. II should be.understood that 
while in this example, home sender 90 is described -as 
communicating with the ATMs through the proxy server 
88, the server 90 nriay in other systems encompassed 
by the invention communicate directly with the ATMs. 
[00571 A fundamental advantage of the system is that 
home HTTP server 90 nvay deliver documents seiecVwe- 
ty to the ATMs ISconnected tpthe.lntranet 16. These 
documents may include messages or material tailored 
to the particular location in which* an ATM.1 2 Is located. 
Examples of particularly tailored screens may include 
bilingual messages in certain neighborhoods or infor- 
mation concerning cun-ency exchange at various ports 
o1 entry. The material or messages could include adver- 
tising for various products or sen/ices or other material 
targeted to particular machine locatiohs. The JAVA ap- 
plets and JAVA script are loaded from a central location 
providing selective software distribution in the ATMs 
which may also be used to tailor the ATM to its environ- 
ment by causing it to access docurhonts \A/hbh include 
material intendedtobe useful in that locatiort, and which 
is not providisd in documents deSvefed to at least sorrve 
other machines in the system. 

• [0058] . Systerr^s enibodlmenta of the invention may 
be configured to have selected machines access HTML 
documents at diff erer^ addresses, so thai the particular 

. documents accessed, include the materia! targeted to • 
asers.olihe particular machine. Altemativery, a machine 
may conrwriunicate machine data iridbattve of its identity 

• and/or location to asenirer. From the machine data, and 
data stored in a data store In connection with the server, 
the server operates to deliver the documents irtcluding 
the targeted nialerial. Tttis may be acconnplished by as- 
eernbling subdocurnenls, or othenvise, to generate the 
documerits that will be delivered to the browser of the 
particular machine. In addition it should be understood 
that while in the embodiment, shown the HTML docu- 
ments are accessed through a server of an institution 
associated with the machine, the documents used tor 
the attract mode rnay be accessed from other servers 
operated by other entities. 

[00$9] The touch screen 30 in this exemplary trans- 
action sequervie displays a screen which includes an 
Icon which indicates \t\ one or more languages that to 
commence a transaction a user should touch the 
screen. If a user touches the screen in the area of the 
icon an input signal Is generated. The Input signal or 
HTTP message is transmitted through the browser 76 
to the home address of the home HTTP server 90 to 
which the ATM 12 is currently in communication. The 
message generated back to'the home HTTP server is 
represented by the'an'ov^ directed from the browser 76 
to the intranet 1 6, from the intranet 16 to the proxy sen/ef 
88. and trdm the proxy server to the HTTP server 90 in 
Figure 3. 
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[0060] In response to the home HTTP sender 90 re- 
ceiving' the. message indicating that a customer, has 
touched- the icon on the screen, the home server is op- 
erative ^responsive to -the address accessed to send a 
message through- the proxy server 88 (or in other ern- 
bibdiments directly) to the browser 7S. This message 
preferably includes an HTML document which when 
processed through the browser produces a screen in- 
structing the customer to insert their card into this card 
• reader mechanism 38. The HTML document flow which 
is represented graphically in Figure 4. preferably also 
includes embedded JAVA script or other instructions 
which operate in the JAVA enVironrhent to communicate 
a message to the JAVA applet responsible for enablirig 
the card reader in the device application portion B4. in ' 
one preferred embodiment the instructions provide a 
pointer or tag to the applet which executes responsive 
to receipt of the docun^ent instructions. Of course in oth- 
er embodiments other software and approaches may be 
used. 

[0061] As shovffi in Figure 5, in response to the em- . 
bedded JAVA script activating the JAVA applet associ- 
ated WTlh the arable car?i:read©T function, the J WA ap- 
plet in the device application portion 84 communicates 
with the device server 92. The device server 92 includes 
a device server program 98 which in the- preferred em- 
bodiment is a JAVA program that enables communica- 
tion with the JAVA applets and the device server appli- • 
cation 1 00. The device sen^r 92 further pceferafaly inr ■ 
dudes a monitor software application 102 which is op- 
erative to monitor device operation instructions. The 
monitor software minimizes the riskof fraucJ or abuse In 
a manner later explained. 

[0062] Returning to the sample transaction, in re-, 
sponse to receiving the enable card reader message* 
from the device application portion 84, the device senrer 
92 is operative to generate a message through the in- 
tranet 16 to the device interlacing software portion 64 of 
the ATM 12. This message which comprises an HTTP 
record including instructions for operatirigthe card read- 
er, is directed to the IP port indicated 74 which is where 
the device Interfacing software portion 64 communi- 
cates. In response to receiving this message, the soft- 
ware portion 54 is operative to send a message or mes- 
sages on the control bus 50 which enables card reader 
mechanism 34. 

[0063] Continuing with the transaction as shown in 
Figure 6. the input of the card by the customer to the 
card reader 34 ts operative to cause the card data to be 
read and the device interfacing program portion 64 to 
send a message to^the device server 92 indicating the 
card data has been read. This message Is transmitted 
by the device server through the intranet 16 to the device 
application portion 84. The device application portion 
then sends a message to the device server requesting 
the card data. The device server 92 transniils a mes- 
sage with instructions to deliver the card data from the 
device inlerlacing software portion 64 which responds 



40 



45 



so 



55 



9 



15 



EP0 961 250 A2 



16 



With a message sending the card data through .the in- 
tranet to the device server. The device server, if there is 
no basis for stopping line transaction, transmits an HTTP 
record including card data back through the intranet 16 
to the device appHcalion portion B4. 
[0064] I n one p referred embodinrvent of the invention , - • 
the card input by a user or customer includes Indicia 
which corresponds to an address associated with the 
user in the network. In such an embodiment tfie indicia 
corresponds to a uniform resource locator ("URL') ad- t< 
dress which provides Inlorrnation on the computer - 
where the user intormation resides, as well as a direc- 
tory or subdirectory which includes the user information 
and the name of the document or resource that includes 
the user infonnation. The URL address rnay be encoded ^ 
on a customer's card. The address may be encoded on 
tracks of a magnetic stripe, In other locations within the 
magnetic stripe data or through encoding other readable 
indicia on the card. Alternatively.: if the customer's card 
is a "smart* card which includes semiconductor storage ^ 
thereon, the URL address associated with the customer 
may be included as part of the stored data on the inte- 
giatad circuit chip on the customer'e card. AKemattvety, 
a URL could be derived from other data on the card by 
accessing a data base in which address data is corre- ^ 
lated with other data read from the card. The data nec- 
essary to. derive the address for accessing documents 
associated with a customer could also be derived from 
inputs to input devices other than .or in additbn to card 
data, including tdrisxampieblomeific data which is Input - . 
by a customer through a biometric reading device. Such 
biometric data may include tor example, data corre- 
sponding to one or rnore fingerprints, data from the us- - 
er's appearance. or combinations thereof . 
[00S5] For exarripie arid without limitatof), data input 
by a customer such as through a card input to a card 
reader may correspond to an address tor accessing an 
HTTP record, which may be a file or document which 
includes information which can be used for verifying the 
identity of a user This record could include data corre- 
spdnding to a PIN number The information may include 
biometric data corresponding to the authorized user of 
the card. The brovvser may sfccess the record and use 
the.contents of the record such as data and/or instruc- 
tions to verity that the indicia torresponding to biometric 
data in the record corresponds to the biometric data of 
the. user entering the card. Alternatively, input data rep- 
resentative of appearance, voice, other features (or 
combinations thereof) or oth^r input data, may b© used 
to generate one or more addresses which correspond 
to a user, and the content of the record at the accessed 
address used to verify that the user at the nr^chine cor- 
responds to the user associated with the record. Numer- 
ous approaches within the scope of the invention may 
be used. The information in the record corresponding to 
a user nnay likewise be used to authorize certain func- 
tional devices on the machine to operate for the user 
while other devices may not. For example, a user who 



is overdrawn may have infornnation in the record ac:. .- 
cessed that prevents them fronn actuating the dash^dis'-'. 
penser, while users who are not pyeiiirawn may ihpiude , 
Inforrnatioh'which enables such operation. Altemaitiyely.. " 
the absence of friiforrnation iri a corresponding 
may enable operatkxi, while the inclusion of informatbn 
selective ly limits -th e operatfon of devices.. 
[0066] Retu ml n g to the exemplary transaction*, th e . 
delivery of the card data from a successfully read card 
' Is delivered responsive to the programming of the de- . 
vice applicatbn portion 94 to a JAVA applet associated ' 
with notifying that the card data has been entered. In 
response, the JAVA applet operates to generate JAVA 
script which configures the browser with the URL ad- 
r dress corresponding to the data read from the card. The 
JAVA applet Is also preferably operative to open a record 
schematically iridicated 1 04 conceming the transaction, 
which Includes the user's URL address, the time and 
other card data. This record in a preferred embodiment 
£> may be stored in memory as data in an object in soft- 
ware. The object is preferably used to accumulate data 
as the transaction piroceeds. The data stored in the 
transaction xiata object preferably includes data input, 
through input devices by the user as well as data repre- 
5 sentative of operations carried out by transaction func- 
tion devices. 

[0067] The record or transaction data object provides • 
persistence through what, may be several different 
transaction steps executed by the customer.* Tfc^e ability 
(0 to use and share the data In a number of different oper- 
ations avoids the need to derive it or obtain it from a 
customer more than once in the course of a user sessbn ■ 
involving a number of transaction steps. The trse- of a 
transactron data object enables applets tO; run largely ■ 
35 independently, obtaining needed data from the'transac- 
tion object. The approach also enables the record or da- 
ta object to be -used to produce an appropriate record at 
the end d the transaction session. This record may be 
stored, collected into a batch or delivered to selected 
40 addresses in a local or wide area network. 

[OOSS] As schematically shown in Figure 7, in re- 
sponse to the browser 76 receiving the URL address 
data, the browser is operative to transmit a message 
through the intranet 16 to the proxy server 88. For pur- 
4S poses of this exan^ple, the URL address associated with 
.the card data is that of a customer iassociated with the 
home bank which operates system -14. As a result, the 
customer's URL address will cause the message to be 
directed from the proxy server 88 to the home HTTP 
so server 90 and to access the corresponding document at 
the address therein. Alternatively, in other systems the 
connection may be made directly with server 90 without 
the intervening proxy server 88. As previously dis- 
cussed, the URL address may also include data repre- 
ss sentative of the devices which are operative in the ATM. 
[0069] In response to receiving the message, home 
HTTP sender 90 finds the data corresponding to the cus- 
tomer's URL address data in its associated memory and 
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delivers to the browser at Its IP port vylth an HTML doc- 
. umenl. This HTML, document may include a screen ac- 
knowledging the particular customer by name as-well as ■ 
with ^e narrie ot the banking instilutfon or cfther entity 
whfch operates the home bank computer system -14: 
. [0070] In addition, the HTML document preferably In- 
cludes embedded JAVA script which has a digital signa- 
ture or a . means to obtain a digital signature associated 
with the home HTTP server 90. The. script instruction 
Included ir7 the document in certain enribodirnentsxaus- 
es the device appiication portion to access an HTTP ad- 
dress on a sen/er, which in the described embodiment 
. is sewer 90, The HTTP address con'esponds to an HT- 
TP record which includes at least orie instruction and 
. p'reterabty Includes a program such as a JAVA applet or 
Actwe-Xflte. The instruction is used to operate the ap- 
propriate transaction tunclion device. The HTTP record 
preferably includes data representative of a signature, 
such as a digital, signature. This digital signature is re- 
ceived responsive to the JAVA script 82 and processed 
In the device application portion OA. A JAVA applet proc- 
esses the digitaf signature to authenticate it and \l It is 
an aftc€^t^lp eignatjiffi authorizes voperation of the 
banking rnachine. In certain embodiments the applet 
may compare the signature to signature data stored in 
memory for a predetermined relatton'ship, such as a 
match. 

[0071] After the applet verifies that HTTP server 90 or 
other accessed HTTP record has sent a proper digital 
signature, the transaction will be allowed to continue, tf 
■ for some reason -a proper digital signature has not been 
sent, the JAVA applet will stop the transaction and return 
banking machine 12 back to the condition prior to the 
start of the transactfcm by connectingthe ATM to the ad- 
dress associated with the attract mode in home server 
90. The use of signed instructions may be used to as- 
sure that the various transaction function devices are 
only operated in response to appropriate messages. 
The use of slgned instructions may be particulariy ap- 
propriate for instructions that run the sheet dispenser or 
otherwise provide value to the user of the machine. 
[0072] in the example It will be assumed that the dig- 
ital signature received is a proper signature, in which 
case a message is returned from the browser 76 to 
home server 90 indicating that the transactfon may pro- 
ceed. As shown in Figure 8, in this exemplary transac- 
• tion the HTTP home server* 90 then-operates to.send a 
HTML document (o the browser 76 which includes in- 
structions which when processed produce a page or 
screen which instructs the customer to enter their per- 
sonal kientification number or PIN. This HTML docu- 
ment preferably includes embedded JAVA instructions 
which operate to cause the device applicatbn portion 
84 enable the keyboard 40 of the ATM so the nnachine 
may receive the PIN number. Such a message is sche- 
matically shown in Figure 8 with the JAVA script 82 sig- 
naling the JAVA applet responsible tor the keyboard that 
it has been requested to enable the keyboard. In re- 
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sponse the JAVAappIet in the device applteation portion 
84.6endsa message ihrough the intranet 16 to the de- 
• vice sen/er 92. The device sen/er 92 sends a message 
back through the intranet to the device interfacing soft- 
ware portion 64 in the ATM. The instructions in this mes-^ 
sage causes the device software to enable keyboard 40. - 
The JAVA apptet responsible tor enabling the keyboard ^ 
is also preferably operative to updiate the transaction 
record 1 04 to.ir^dicate that the PIN was requested. ' ■ 
[00731 As shown in Figure 9, the PIN entered through' 
the keyboard 40 Fs transmitted in a message frdnr» the . 
device interfacing software portion 64 to the device serv- 
er 92. The device server 92 returns a message to the 
responsible JAVA applet in the device application por- 
tion. The JAVA applet then operates to send a message 
back th rough the HTML document handling portion and 
the browser 76 to the HTTP address of home sen/er 90. 
This message includes data representative of the PIN 
input by the custonner. In some enibodiments it is not 
desirable to display the customer's PIN on the screen. 
In such embodiments the keyboard applet may be op- 
erative to display a default character on the screens 
such ae a **' eymboi or other syrnbo^ in tieu ot the PIN 
digits. Further as later discussed it may be desirable to 
avoid transmission of PIN or .other data through Ihe 
browser, in which case PIN data may be handled as a 
separate HTTP meissage or in other manner to reduce 
the risk- of disclosure. 

[0074] The software operating in connectkjn with HT- 
TP sen/er-90 is then operative to either- verity Ihe PJN . • 
itself or to verify the customs r's PI N number ahdaccount 
number by sending it to the back office* 94 and .waiting 
for a response. Alternatively, customer PIN Verificatbn ' 
may be carried out in the ATM through an appropriate 
applet This can be done in situations where -data oa a 
customer's card, such as an account nunnber. can be 
correlated to the customer's PiW number through an al- 
gorithm. The ennbedded JAVA script in the HTML mes- " 
sages may Include or point to an address to. obtain the 
data and/or instructions which Xhe applet uses to per- 
form this verification function, including certain encryp- 
tion key data. This may Include user information in the 
HTML document or other record data that was accessed 
in response to the user's card data. As shown schemat- 
ically in Figure 9, the transaction data object 104 is also 
appropriately updated by the appletto indicate the entry . 
ot the customer's PIN. 

J0075] In alternative embodiments the machine may 
inoiude a biometric reader device or other input device 
to accept, data from a user. The user may input data 
through such a device which may be used in lieu of, or 
in addition to, PIN data to verify that the user is an au- 
thorized user. This may be done for example by com- 
paring the user data input to information corresponding 
to the aifthorized user of the card included in a record 
or a document which has an HTTP address and is ac- 
cessed by a browser or by an HTTP client application 
through an HTTP server in response to card data. Alter- 
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natively inp ut data may be used to g ene rate .addresses 
for documents or records which are accessed by the 
browser dr client, arid which records or documerits con- . 
tain injormation that is used to verity the user's- identity. . 
For.exarfiple*. data conceming users may be stored h a ■ 
data store in connection with an HTTP sen/er. which de- 
livera data from a record responsive to tr^e user data;. . 
. which is used to verify the user's identity 
[6076J It should , be. noted that the page or screen 
which requests the customer to enter their PIN te shown 
generated (rom the home.HTTP server 90. This.is pref- 
erably a screen that is associated with the particular cus- 
tomer's URL address. This will be the Interface, ot the 
customer's home bank and will be familiar to the cus- 
tomer. Alternatively, the customer address imy access 
whatmay be essentially the customer's personal "home 
page" with the institution that operates computer system 
14. As sucli, it is not only something the user is familiar 
with, but Is ideally tailored to the user's particular trans- 
action needs. 

[0077] Alternatively; the document{s) or record{s) 
which contain the customer data nray be used to gen- 
erate the addresses for other documenie. The informa- 
tion may also be used to generate a document tor the 
particular customer in the particular circumstances. This 
approach may be useful to reduce the effort associated 
with developing in advance a personal visual page or 
document for each customer. 

[0078] Approaches for accomplishing ^is may in- 
volve including various types or categories of user Infor- 
mal^on in the document{s) or r.ecord(s) that pertain to a 
particular customer This may include information such 
as gender, related persons, account types, permitted 
transactions, customer preferences, customer inter- ' 
ests, account balar«es. previous offers declined or ac- 
cepted andother information. This customer information 
can be used by an appropriate applet among applets 86 
to address and/or develop an appropriate document for 
thejbrowser to access based. on the customer "profile'. 
In addition.-the profile applet may take into consideration 
the! transaction devices present in the particular ma- 
chiiiie, inlormation on which is stored in a data store in 
Ihemachine or elsewhere in the system, as well as other 
factors such as the day of the week and time of day 
based on a system clock. In this w/ay the machine de- 
termines the appropriate document to access or gener- 
ate.for the particular customer under the part4cular cir- 
cumstances. 

[0079] The logic used in the profile applet may act to 
caiise documents to be built or accessed for the cus- 
torrter which includes transaction options based on the 
cu^omer information, information about the terminal 
and other factors. The profile applet may operate to offer 
trartsaction options or infomnation selectively based on 
tha-customer information. For example, the operator of 
theimachine may offer incentives, premiunos, additional 
traijsaction options or advertising information selective- 
ly to customers. Certain types of customers of the insti- 
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' tutlbn operating the machine may receive screen put- - 
puts with options that encourage them to do more busi- • 

- riiess of different types of business Wifri the Institutloh. " 
' Likeiflvise, custonnersthat are identified as customers of 
^^fefelgr^ mstitutionsTriay be-provided with IncerTtiVes to 

do business with the institution operating the nr\achtne. . 
[0080] - The profile applet may operate to cause the * . 

- computer to access other documents in other servers, 
-such as stock market data, and setectivety provide It to 
customers. It should be understood that the profile ap- 
plet may opeirate to determine an address or generate 
documents to produce Initial display screens of a trans- 
action sequence. The profile applet n\ay also operate: to 
provide informatbn or access or produce documents to 
gene rate visual outputs to the customer at olh er points 
in a transaction orbetween'transaciions. This may fur- 
ther be used in systems in which the operator of the ma- 
chine is able to sell paid advertising to third parties and 
then access the HTTP records such as HTML files for 
those third parties' products or sen^ices. Such access- 
ing may bedone based on a periodic or other basis, but 
may be done elfectively by selecting the HTTP record 
to access in response tottro profile of the particular cus- 
tomer. .... 

[0081] The continuatton of the transaction flow for this 
exemplary transaction by a customer of the institution 
that operates computer network 14, Is schematically 
shown in Figure 10. The horr^e HTTP server 90 ts oper= 
ative in response to the customer inputting the* correct . 
PIW to send HTML documents to thS: HTML document 
handling portion of the software in the .computer which 
operates the ATM. These messages nnay include infor- 
matbn used to generate screens which promptthe cus-* 
tome r to select , a transaction. For purposes- of -.this ex- ■ 
ample, it wll be assumed that the customer inputs at the ' 
touch screen 30 a selection which corresponds to the 
dispense of cash, which is a commorl transaction at an 
automated banking machine. 
[0062] The selection of the customer through the input 
device of the touch screen is communicated back 
through the HTML document handling portion which 
communicates an HTTP message to the home HTTP 
server 90. Server 90 then responds by sending another 
HTML document to the banking machine which prompts 
the customer to select an amount. Again the customer 
may input a selection on the touch screen which indi- 
cates the amount of cash requested by the customer. 
This HTTP message passes through the HTML docu- 
ment handling portion and the browser 76 to the home 
sen/er 90. 

[0083] In response to the receipt of amount data from 
the customer, the home server 90 is preferably operative 
to communicate electronically with the back office 94 to 
verily that the customer has the amount requested in 
their account This is preierably accomplished through 
a Common Gateway Interface (CGI) 106 which is in op- 
erative connection with the home server 90. For purpos- 
es of this transaction it will be assumed thai the back 
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office 94 indicates that the money is available in the cus- 
lomeT*s account and sends a message through the, CGI • - 
' 106 tothe honne.^en^er 90 indicating that-it may proceed. ■ 
[0084]- . As schematically represented in Figure. li , the- 
home server 9Q then operates to send a document back . 
to the HTML document handling portion in the ATM soft- 
ware. This message preterabty will cause informatton to 
be displayed on the screen which advises* the customer 
that the transaction is being processed. In addition the 
HTML document returned preferably Includes JAVA 
script which include embedded instructions which are 
executed and communicated to a JAVA applet associ-' 
ated with the operation.ot the sheet dispensing mechar 
nism 42. 

.[0085] The docurfient- relumed from .the home server 
90 may include advertising or other tnfomiatbn instead 
of or in addition to the customer message. The docu- 
ment returned may also include an instruction which 
causes the machine to access or generate arother doc- 
ument. Those instructions may invoke methods in the 
profile applet which depend on. the properties associat- 
ed wiffi tiie customer, the machine, the current time and/ 
or other ciroumstancea. This enables, accocsing docu- 
ments that provide profT>otional messages such as ad- 
vertising or other infomration to the custonver while the 
customer is waiting for the machkie to operate. It should 
be- understood that these documents may be accessed 
anywhere, including from the Internet. This makes it 
possible to selectively present a wide range of materials 
tocustomers. it^also enables opisrators of ATMs and oth- 
er transactbn machines to present advertising to cus- 
tomers, on a broad basis, or targeted to categories of 
customers or even targeted to individual custorners on 
a segment ot one basis. This could be advertising of the 
machine operator such as a bank, or advertising per- 
taining to virtually any type of goods or services. The 
advertising may also be selectrvety presented based on 
the particular transactbn device being operated, the 
amount of funds Involved or other parameters. The 
HTML docunxents also enable the presentation of video 
and sound to the customer -which may enhance the ef- 
fectiveness of promotions. 

[0086] The message to the JAVA applet in the device 
application portion S4 of the software to initiate opera- 
tion of the sheet dispenser results \n generation ot a 
message to the device server 92. The rriessage to the 
device server 32 to dispense cash is preferably ana- 
lyzed by the monitor software 1 02 to check to see if the 
message is appropriate. For example the monitor soft- 
ware 102 is preferably operative to assure that the 
amount of cash being requested does not exceed a pre- 
set amount. It can also optionally check to verity that the 
amount provided to this customer within a prior period 
has not exceeded an sunouhl. This may be idone by the 
device server sending a rnessage to the back office 
which includes the card data it has previously received 
from this customer. This message may pass through 
server 90 and its associated CGL or other connection. 
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Assuming that the dispense instruction is not prevented . . 
by a message from the back office or the monitor soft- ' . 
ware, the jdevice serveir 92 is operative to send a cfis-.. ' 
. penSe message to the device interf acihg . software pbr- ' 
tion 64 in the ATM. The software portion 64 is thereafter 
operative responsive to the message to operate the 
sheet dispensing mechanism 42 to dispense the 
amount of cash requested by the customer. 
[0087] The monitor software 102 preferably perfonms 
additional functions in the device server. .For exartiple, . 
government regulatbns or good business practice may 
require limrttng the size and amounts off deposits which 
nnay be made into an ATM. This may be advisable to 
prevent "money laundering* or other suspicious activi- 
ties. The monitor software preferably operates to limit 
the amount ot any single deposit to below a set limit It 
further operates by communicating with the home bank 
back office system 94 to prevent a senes of deposits 
within a preset time from exceeding a certain limit. The 
rrwnttor software n^y also work in connection with the 
proxy sen^erlo limit certsun transactions that may be car- 
ried on at the banking machine responsive to instruc- 
tions Ifom toragn serv^rc as later dtscussed.. . 
10088] It should be noted that in a preferred embodi- 
ment of the invention the JAVA applet whk^ is .operative 
to send the message which causes cash to be dis- 
pensed, works in connection with ariother applet which 
controls the mix of bills dispensed to a customer. Many 
automated teller machines have the^ility lo dispense .• 
two or more denominations of currency bills-. It is desir- 
able to control the mix of bills disperrsed to a customer 
to suit that which Is available in the machine and to avoid 
ojnning out of one denornirhatbri.of bills before th eother 
The bill mix sipplet is preferably operable to control the 
bin mix in accordance with the desires rtf the instftutbn 
operating the ATM machine as well as Is in accordance 
with the ATM machine*a capabilities. ^Itematively, a 
JAVA applet for cbntrolling bill mix may reside in device 
program 70 in device Interfacing sohware portion 64. 
[0089] As will be appreciated by those skilled in the 
art. the particular JAVA applets and/or configuration da- 
ta in the machine n^y be selectively loaded from the 
home server 90 at machine start up or at other times. 
Because the applets and donfiguration data may be se^ 
lectively delivered to particular machines, the machines 
may be tailored specifically to the particular ATMs cur- 
rency dispensing and other capat}ilittes. For example, 
the ATM rriay be configured so that certain applets or 
groups of applets must be present to enable the ma- 
chine to operate. One approach to loading such data or 
programs is to provide address values In the terminal 
software to indicate where the needed instructions to ac- 
quire the applets or data may be obtained. If the applets 
or groups of applets are not already present in memory 
of the ATM terminal at start up, the software is operative 
to access the system addresses tor the documents 
which contain the required records or instructions which 
will cause the machine to toad the required records, The 
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browser may t?e.use.d.to access the addresses and the 
software toads data corresponding, to the- instructions - 
from the "accessed documents Into a rtiemory in the ATM 
terminal so that the terminal has tlie. required applets 
and data. Such dpcument addresses may be accessible • 
through the home server 90. Alterhativeiy the addresses 
may be on a separate devetopment server conriecied 
to the intranet 16. In this way each transaction machine 
is able to bad the applets and data which include the 
operative code it needs: to operate the transaction .de- " 
vices in the machine. Att.ematively. fte documents may 
be provided th nou gh a development server or othe r serv- 
er that is accessible to the machine through a wide area 
network. The documents may be provided on the devel- 
opment server to provide the machine with instructions 
on how to acquire the operating code to carry out a wide 
variety of functions. The instructions may direct the ma- 
chine to acqwre the necessary data and code from ad- 
dresses accesstole through HTTP servers by an HTTP 
client in the miachine. The data and code can be ac- 
quired responsive to instructions in one or several doc- 
uments. The machine may also require that Ihe applets 
loaded in this manner be ^ned applets including digital 
signatures or other authenticating features tp achieve 
operation of certain devices in the machines. 
[0090] Alterriatively, embodiments of the invention 
may acquire the necessary applets and data from a re- 
mote data store. The data store preferably ihcludes the 
data and/or prograrris that enable the nr^achinelo opier- 
• ate as; desired or have instaictions on where the:nr\a- 
chine n^ay acquire txe necessary instructiohs and-data 
for operation. The data may be accessible from a data 
base server. The transaction machine addresses a que- 
ry to the database server. The query includes or is ac- 
companied by Indicia from the machine which identifies 
the machine. This may be the particular machine such 
as a nnachine number, and/or nr\ay include indicia rep- 
resentative of the type or functional device capabilities 
of the machine. 

[0091] The data store preferably includes records 
which have the data or programs that are to be trans- 
mitted to the machine. In response to the query to the 
sender, the server retrieves records from the data store 
and responsive thereto delivers one or more messages 
to the HTTP client in thetransaction machine. This mes- 
sage (s) includes the configuration data or applets to en- 
able the machine to operate in the manner desired or 
may Viclude instructions which indicate how the ma- 
chine is to acquire such programs from servers connect- 
ed in the system. 

[0092] - In the example shown the configuration sen/er 
and data store may operate on the same computer as 
home bank server 90. in other embodiments the data- 
base server may reside elsewhere in the networks to 
which the machine is connected. 
[0093] An advantage of the machines and systems 
which employ such features is the flexibility to change 
the operation and customer interface of the machine to 
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- respond- to changing conditions.- This may include a ' 
change in a transaction function device. Conditions may 
' changSidthat certain transactions are limited or are iiot 
; available. For example, a machine may nbrmaliy accept 
deposits but its depository is full. \t\ that situation the 
machine may change the documents it accesses to 
present messages to users through its output devices , 
' so that the deposit option iis no longer offered. This cat\ ' 
be accomplished by the applets and d^ta loaded into 
the machine fnitiaily. which p rovide for instnictlons when _ 
such event is- sensed. Alternattvety, the machine pro- 
gramming nnayiJe modified by loading new applets and/ 
• or data f rorh ari HTTP server riasponsive to Its then cur- 
rent status. This may be done responsive to a query to 
a database server which includes or is accompanied by . 
. data representative ofthe changed conditions or capa- 
bilities ot the nr^hine. in response the sender delivers 
ttie applet (s). data and/or instructions which will operate 
the machine in the modified mode. 
[0094] This approach eliminates the situation with 
conventional transactbn machines where the state in- 
terface presentation on output devices offers a transac- 
tion option toactislonrmr. Sometimes, after the custonrv 
er has made the selection an indication is given that the 
selected transactions option is not available. The ap- 
proach described herein nr^ be used with numerous 
transaction options and variations of -transactions. T^e 
transaction options can be readily changed from the dai- . 
tabase sender on a machine by machine basis or-even 
a customer by customer basis as previously discussed, 
based on the desires o1 th© entity operating the trans- 
action nnachine. 

[0095] The discussion o! the exemplary transaction 
will now be continued. In response to the cash dispenser 
42 dispensing the requested amount of cash, device in- 
terfacing software program 64 preferably operates to 
send a dispense operation message confirming the dis- 
pense back to the JAVA applet responsible tor the dis- 
pense In the device applfcation program 84. As repre- 
sented in Figure 12. the particular applet is operative to 
update the transaction record 104 to indicate the dis- 
pense of currency to the customer in the particular 
amount. The embedded JAVA script instructions which 
were operative to cause the dispense of currency to the 
customer, also preferably include instructions to send a 
confirming message back to the home sewer 90 that the 
dispense is complete. The receipt of the dispense oper- 
ation message indicating the cash was dispensed caus- 
es the JAVA applet to configure the HTML docurfient 
handling portion to send a devfce response message 
back to the home server. The home server, then is pref- 
erably operated in accordance with its programming to 
indicate to the back office 94 that the customer received 
the amount of funds dispensed. This anriount is deduct- 
ed from the customer's account in the records main- 
tained by the back office system. 
[0096] Generally during a transaction it is common to 
ask the customer if they wish to have a receipt for the 
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transaction. This may be done, at various times during . 
the tfBnsaction flow. In the present exarnple, atter t!^e 
. cash has been dispensed the customer opferatihg tha 
machine is sent such a message, as reflected .in Figure 
. 13, The home server 90 is operative to send an HTML 
document which includes a screen asking the customer 
If they would like a receipt. Tliis message is displayed 
as part of a page on the touch screen 30 respons [ye to 
receipt of the message through the browser 76. Alter- 
natively the document may be generated by the ma- 
china In response to the customer indicatlrig. that they 
ck> or do not want a receipt, a message is returned \o 
the home sen/er. Again It should be understood that the 
screens displayed to the custonner are preferably, those 
that the customer is accustomed to from his or her home 
Institution, and may be a part of his or her unique home 
page. 

[0097] Assuming that the customer wishes to recerve 
a transaction receipt, the home server 90 operates as 
shown In Figure 1 4 tosend a document back to the ATM 
with embedded JAVA script indicating that a transaction 
receipt is to be printed. These Instnictions in JAVA script 
are communicate?! to the device applicatioa portiorv 64 
which sends a TCP/IP message through. the irttranet to 
the device sender 92. The device server 92 in turn com- 
municates a message with instructior^ to the device in- 
terfacing software portion 64 in the ATM. In response to 
receiving the message, software portion 64 is opeiative 
to cause the printer 46 to print the customer's transac- 
tion, receipt." The JAVA applet responsible tor- enabling 
the printer is also prelerably operative to update the 
transaction data object or record 104. As later dis- 
cussed, the applet which controls the printing of the re- 
ceipt may obtain the data used in printing the receipt 
from the transaction data object 
[0098] It should be understood thai even if the cus- 
tomer does not wish to have a receipt it is desirable to 
print a record of the transaction in hard copy through the 
journal printer 48. This rnay be accomplished in re- 
sponse to imbedded instructions which are part of the 
same document fronn the honne server 90 which causes 
the transaction receipt for the customer to be printed, or 
may be part of a separate document which indicates that 
the customer has declined the option to receive a trans- 
action receipt, Afternatively, the journal printer may be 
. actuated responsive to other applets such as the applet 
which causes the dispense of cash, or in another man- 
ner chosen by the operator of the ATM. As will be ap- 
preciated from the foregoing description the operation 
of the present embodiment oi the ATM is inherently flex- 
ible and programmable to meet the needs of the system 
operator. 

[0099] As shown in Figure 1 5 upon completion of the 
printing of the transact ton receipt, the software portion 
64 is preferably operative to send a device operation 
message to the device server 92 which is indicative that 
the requested device function was carried out success- 
fully The device server 92 is operative to send a corre- 
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spending device operation inaessage to the .device ap- - ; 
plication portion B4, and in the preferred erribcKiimenf fo 
the particular JAVA' applet responsible for the printin g of. . 
the receipt.* The JAVA applet' in turti configures the 
HTML documeht- handling portfoh to generate a mes- * 
sage back to the home seiVer in the form of a device 
response message to Indicate that the receipt was print- . 
ed for the customer. 

-[0100] Having received cash and a receipt, the cus- 
tomer is then prompted by a display, screen generated 
from an HTML document from the home sen/er 50, to 
indicate whether they wish to conduct another transac- 
tion. The visual page or screen prompting the customer 
.in this regard is displayed on U\e touch screen 30. For 
purposes of this example it will be assumed that the cus- 
toms r does not want another transaction and a message 
to that effect Is returned through the. HTML document 
handling portion back to the home sender 90. 
[0101] As shown schematically In. Figure 17 in re- 
sponse to receiving a message that the customer is 
done, the home sen/er 90 is operativa.to send a "go 
home" message to the ATM. This message preferably 
indttdes an HTML documerrt which produces a screen ' 
display thanking the customer. This rriessage also pref- 
erably includes embedded JAVA script which calls the . 
JAVA applet which eventually returns the HTML docu- 
ment handling portion of the ATM bacik into connection 
with the URL address on the hofT\e Server 90 or other • 
address which p-rovides; the documents that are used to % ; 
output the messages for the so call^d^ "attract mode", it ' 
should be remembered that the script in some embodi- 
ments may operate to cause a message tobe sen! from 
the document handling portton to as} address on the 
home server which causes a corresponding HTTP 
record including the instructions comprising the desired- 
applet to load. 

[0102] As schematically indicated in Figure IS, the 
■go home* command applet is operative to configure the 
browser 76. After the HTML document handling portbn 
is configured by the JAVA applet to return home, the 
JAVA applet maybe configurKi to deliver to home server 
90 information from the transaction record 104 concern- 
ing the transaction that was just completed. Because the 
exemplary transaction was with a customer of the insti- 
tution that operates the computer system 14, all the data 
concerning that transaction should already be recorded 
in the back office 94.. However it will be appreciated that 
this will not be the case if the transaction was conducted 
in response to messages from a server operated by a 
different institution. Thus, all or a portion of the inlorma- 
from the transaction record 104 may be delivered 
in response to a 'go home" command to the home serv- 
er 90 and through the CGI to the back office system 94 
where it can be identified as duplicate information and 
discarded. This may be done using remote method in- 
vocation (RMI) to pass or deliver the object to server 90 
and then transmitting the data through messages from 
the sen/er to the back office or through messages or oth- 
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er techniques.... . " • . 

[01 03] . .Of course in otherembodiraeritstransaction in- 
formation may be stored in a databasa for extended pe- 
riods raUier than being returned attar each transaction. 
Attematively-the ATM-12 may include applets Which are 
operable to deliver transaction record inlormation to ad- 
dresses other than ttiat of the home server, H that is de- 
sired by the-operator of system 1 '4. ' . 
[01 04] The operation of thfe computer system when a 
foreign' user uses the ATM 12 is.graphicalty represent- 
. ed with regard-to Figures 1 & through 24, A transaction 
with a foreign user who is not a customer of the institu- 
tion that operates ATM 1 2 and computer system 1 4, will 
•be operatediUnderthe control of the home server 90 and 
win proceed in the nianner of the prior exannple through 
the point where the customer Inputs their card. Thecus- 
tomar inputs a card havrig indicia corresponding to a 
URL address that does not correspond to the home 
server 90. The HTML document handling portion is op- 
erative to configure a message addressed, to access a 
URL address that corresponds to the kidicia on the cus- 
tomer^s card or other ackiress responsive 1o such indi- 
cia. This.message is ^ietfyered to th& proxy server 88 
which in tum passes the niessage to the wide area net- 
work 1 8. Frwn the wide area network the message pro- 
ceeds to the foreign server corresponding to the cus- 
tomer's-UHL address, For;purposes of this exarrple the 
foreign server corresponds to server 96 which is con- 
nected to the Internet 

;[01 05] 1 n the : pj-eferred - embodiment of the inveatbn 
proxy server 88 includes- screening.software graphically 
indicated 107. Screening software Is preferably opera- ' 
ble to check addresses to which messages are being : 
directed by the ATM and to selectively prevent the sand- 
ing of messages to particular addresses. This serves as 
* a "fire wall*. and is desirable for purposes ot preventing 
fraud in the system. 

[01 06] As shown in Figure 20. the foreign server 96 is 
preferably operable to communicate HTTP messages, 
including HTML documents, to the ATM 1 2 backthrough 
the wide area network IB. This may be dona using a 
secure socket connection f SSC) so as to minimize the 
risk of interception of the nrwssages. Of course other 
techniques, including encryptbn message lechniques 
may be used to minimize the risk of interception of the 
messages, 

[0107] As schematicalty represented in Figure 20 the 
response document from foreign server 95 preferably 
Includes embedded JAVA script is representative of or 
corresponds to a digital signature which identifies the 
foreign server 96. This may be accomplished by loading 
an HTTP record including a signed applet, as previously 
discussed. An applet in application portion 84 in the ATM 
preferably operates to verify the digital signature in the 
mariner described in the prior example. ar\d sends a 
message indicating that the transaction has been au- 
thorized. The digital identity of the foreign institution will 
be stored in memory in the ATM and eventually recorded 
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in the back office 94. • - . ^ 

. [ai 081 U should be. noted that th e HTML documertts 
from the foreign server 96 j?r6duce the visual pages or 
screens of the foreign institution which the loreign cus- " 
tdmer is ciccustomed to seeing. These pages may cor-_ 
respond to the foreign user's "home page" which aretai- 
iored specifically to the needs of- the particular user. 
[0109] Figure 21 st^^vvs. an. example of a document 
accessed through the foreign server 96 to the ATM 12. 
■ The document from the foreign se ever may include. em- . 
bedded JAVA script which enables operation of. ^ 
' JAVA applets in the manner previously discussed to op- 
erate the devices 36 In the ATM. As shown in Figure 21 
the TCP/IP messages to tiie devtees from the JAVA ap- " 
plets pass from the device application portion 84 to the 
device server. 92. and the instructions therefroni to the 
device interfacing software portion 64 in the ATM. De- 
vk:e operation messages take a reverse path. As these 
messages pass through the device server 92, monitor 
software 1 02 monitors th em to minimize the risk of fraud 
or abuse: . • - . 

[0110] As indicated in Figure 21 , the documents from 
•the foreign server 96 may be operative to display at the . 
touch screen 30 a request for the customer to input their 
"PIN. The embedded JAVA script Instructions would, as ' 
in the sample transaction previously discussed, .indude 
instructions that enable the- keyboard 40 40 accept the 
customer's PIN. As in the prbr example.:a transactbn 
record 104 which includes a shared "data object cor>- . 
cerning this transaction would be opened by the device 
apprtcation software jDorlibn. As preybusly. discussed, 
provisions may be made to prevent the passage of PIIM 
data through the browser if desired. • 
[0111] Figure 22 indicates the return of the device op- 
eration message and PIN data tothe JAVA applet, which 
in turn transmits the data back to the foreign server 96 
through the wide area network 1 8 using the secure sock- 
et connection. From this point the transaction proceeds 
generally as previously describGd, except that the for- 
eign server 96 sends the HTTP" records, hcluding HTML 
documents, and receives the rnessages from the docu- 
ment handling portion of the ATM. The foreign server 95 
includes the JAVA application software necessary to in- 
clude the embedded JAVA script in the documents that 
are sent to the ATM to operate the devfces 36 in the 
machine. 

[0112] As the foreign server 96 operates the machine, 
the monitor software 102 in the device server 92 is op- 
erative to monitor the messages in the manner previ- 
ously discussed. Such monitoring would for example, 
operate to prevent the dispense ol unduly large amounts 
of currency out of the madiine. The monitoring software 
'may also operate to restrict certain foreign institutions 
to a subset ol the transaction machine devices or capa- 
bilities. This is done based on data stored in memory 
which limits the devices or activities that can be carried 
out from documents at certain addresses. This may be 
achieved for example through the use of code plug-ins 
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Which implement a class of the transaction objects 
which lim'rts the operations that can be performed. For 
exannpie. the operations which enable connectbn tothe 
foreign server may instantiate the objects which ijroyida; ' 
specified* limited capabilities for messages recefved-" 
from the foreign server. This may for example limit the ' 
amount of money dispensed, prevent operaiton oT a 
checl< acceptance .device, limit Ihe dispense to printed - 
documents sCich as tickets, prever^t operation df the 
cash dispenser or linMt use ot the machine in -other ap-. 
propriate ways. -This may be done based on the ad- 
dresses or portions o1 addresses for documents. 
[0113] it the capabilities of the machine to the foreign 
customer are Rmtted, the foreign customer may be pro- 
.vided with a visual interface from the foreign t)ank based 
on the transactions, the machine can perform and that 
the owner of the machine will allow. As a result the doc- 
uments accessed at the foreign bank server may be a 
variation of what the customer would be provided at a 
machine operated by the foreign bank.. This could be 
based on docunients specifically developed for operat- 
ing foreign machines, or could be a variant of the usual 
f ofeigrv bank iFrterfaoe^fith visual indicatiorvs lhat certain 
transactions are not available, in some instances the in- 
terface may indicate that some, transactions are availa- 
ble with an assoclatdd service charge. 
[01U] The ATM of the described embodinnent may 
enhance security by limiting the addresses that the 
■ browser may access: This may be done by maintaining 
a list in the mernory ot the machine. This list may be 
maintained in HTTP recprd(s) (including documents) 
accessible through the home bank's intranet. The ma- 
chine nnay access the record periodically and update the 
memory data. This recordimay itself require a digital sig- 
nature corresponding to a signature in the tenminal 
memory before the data will be loaded into tennlnal 
memory. THis:inforThatton nnay also include the instruc- 
tions and infonmation for the ATM to verify that the mes- 
sages It receives by accessing docurnents on the for- 
eign server are genuine. This may include digital signa- 
tures which when translerred using public key or private 
key encryption techniques verify the rnessages as gen- 
uine. The machir^e checks to be sure the signature in 
the records accessed from the foreign server corre- 
sponds to the digilal signature iorthat address stored in 
memory, and enables operation of transaction devices, 
such as the cash dispenser,- only yvhen such corre- 
spondence is present. Of course various approaches to 
verifying and encrypting messages may be used in var- 
ious embodiments. As used herein signatures or signed 
record encompass any indicia which Is included in or is 
derivable from a record which is indicative that it is au- 
thorized. 

[01 15] As can also be appreciated from the foregoing 
disclosure, the foreign server 96 may communicate to 
the user through the touch screen In a language that is 
different from that nomially used by the customers of 
the institution that operates the computer system 14. As 
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a result the HTML. documents n^ay display requests to 
dispense eu f rency of atype or in an amount wh ich Is hot . . . 
, iricliided in the ATM. To 'accdrtvTibdate this situation an 
^applet, is. preferatity included in the device application 
pGrtion"B4 to deal with' requests tor foreign currency. The . 
foreign currency applet causes the ATM to send.a mes- 
sage back to its home isen^er for purposes of calculating ' 
a closest amount which rhaybe provided to the custom- 
er in th© avaiiable currency in the ATM- which corre- 
sponds ^O; what the cuistomer requested. As wfll be ap- - 
predated; this applet will be operative to call the partic- 
ular function address within the home sen/er 90 that is 
capable of providing thls/uncton. When the dispense 
is made the applet Is also operative to indicate to server 
■ 96 that the amount dispensed differs somewhat from the 
amourtt the customer requested. Ot course in other enn- 
. bodiments, other E^proaches may be used. Alternative- 
ly an applet in the nrachine may generate visual displays 
that show equivalents m local currency when foreign 
currency amounts are displayed or processed. This nnay 
include presenting both amounts on visual displays pre- 
sented to a user. 

[OtISJ- As repre sented^n Figure 23. when the foreign 
customer has conrtpleted their transactions as indicated 
through the touch screen 30, the foreign server 96 is 
operative to send the "go home" message- back lo the 
ATM. The receipt of this message is" operative in the • 
manner previously described to cause the device appli- 
cation portbn 84 to Operate responsive to the; embed- . . 
ded JAVA script Instructibns to conftgure^the HTML doc- . 
ument handling portk>r> to cause the ijrowser 76 to re- 
establish communication with the home server 90, or 
other designated document address. • 
[01171 As indicated in Figure 24 the applet in the de- 
vice application portion 84 which processes the 'go 
home' message is preferably operative to reconnect to 
the home server 90 as 'well as to send the tretfisaction 
record inf ornnation in record 1 04. This transaction record 
information which Is preferably packaged in a data ob- 
ject, includes the customer name, the foreign institutfon 
name, digital identifier, amount infonmation concerning 
amounts dispensed, transferred or deposited, ar>d all 
other pertinent transaction data. The transaction data is 
used by applets in performing transact bn steps in which 
any portion of the data is reiquired. At the completion of 
the customer's activity at the machine an applet pr6- ^ 
vides a transaction data nr>essage which includes at 
least a portion of the collected data. This data is com- 
municated from sen/er 90 through the CGI 106 to the 
home bank's back office 94. This information is stored 
in the back office for later use for purposes of settlement 
with the foreign bank operating the foreign server 96. 
AtternaVively or in addition, transaction data may be re- 
corded in the terminal in nrtemory as well as in hard copy 
on a journal printer. Transaction data may be stored for 
downloading .in a batch op by passing objects including 
data from many transactions. Batch data may be com- 
municated at times and to addresses as may be stored 
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in memory in the terminal configuratton data. 
[01 IB] An advantage of some embodiments of the \nr 
. ventioh is that transaction data may be delivered to ad- 
dresses in a local area network or In a wide area network ; 
such as the Internist This facilitates conducting Wtds va- 
rieties of transactions and enables directing messages 
related to tracking use {such as for electronic purse type 
smart cards) or for settlement of: various transaction 
types to a selected system address, . 
[0119] It will be appreciated that the described em- 
bodiment of the automated banking machine and sys- 
tem can provide an advantage that when the machine 
is connected to a wide area network such as the. Inter- 
net, customers are able to carry put their banking trans- 
actions virtually anywhere in the world. Further, despite 
the broad capabilities of the system, because the ma- 
chine may be monitored locally, both in terms ot connec- 
tion and activity, the risk of fraud is minimized. 
[0120] Erhbodiments of the invention may include a 
further feature to facilitate access to documents m the 
networkto which the machine is connected. This feature 
is operative to determine if an HTTP record such as an 
HTML docuinant o; olhar itam. is accessible al an ad- 
dress for downloading before ^e computer will attempt 
to access the record. TViis avoids transaction time outs 
that might othenArtse occur as a result of inability to ac- 
cess a reconS due to the sender through which the record 
is normally accessed being down. Other enribodiments 
may considerboth the size of the record and the transfer 
rate and determine that a transfer speed for the record 
is not sufficiently rapid, so that an alternative record 
should be transferred 

[0121] In one embodiment this feature is achieved 
through use of a separate program or applet, which 
checks to see if a seh/er that the computer will subse- 
. quentty want to access Is alive. The applet operates re- 
sponsive to receivingj an address or portton thereof, to 
which a connection wili.be made. The applet operates 
to make a socket connection to the address and loads 
a email but sufficient amount of the record or otherwise 
operates to determine that the server through which the 
record must be accessed Is alive. In response to the ap- 
plet verifying the operation of the remote server, or oth- 
erwise determining that conditions indicative that the 
record may be accessed or loaded, the computer then 
operates so that the browser or similar software compo- 
nent is enabled to navigate to the address at the appro- 
priate time in the trarisaction sequence. If the applet is 
unable to detect that the remote server is alive, or de- 
termines 1hat it does not appear the record may be suc- 
cessfully accessed or loaded, steps may be taken to ac- 
cess alternative addresses or to discontinue the trans- 
action. Alternative addresses to access may be based 
on data stored in the memory of the terminal or may be 
obtained by accessing documents either locally or re- 
motely which include data trom which alternative ad- 
dresses may be obtained or derived. Altemative ad- 
dresses are similarly checked to make a determination 
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that the records can be accessed befoi-e attempts are 
made to access the alternatfve records. Ttiis approach 
avoids delays in carrying out transactions; " . ^ 
[0122] Altemative embodiments may -erhploy. other 
approaches to determine if desired HTTP- records such 
as HTML documents may- be successfully accessed 
and/or downloaded adequately before the browser pro- 
viding the custorrier interface attempts to access- the - 
document. Such eniSodimentsi inhay consider in • deter- 
mining whether the document can be successfully ac- - 
cessed, the transfer speed or other condittons related 
to system operation or ctocument content. For example, 
■ the applet which tests to determine that the HTTP record 
can be accessed, or a further applet, may determine the . 
transfer rate at which the record can be transferred to- 
the computer. The rate at which the data can be .trans- 
ferred nxay be compared to data stored ri memory, and 
if the rats is slower than the data representative of .the 
.desired stored rate ah aKemative record is accessed. 
This may be for example an HTML document stored k>- 
cally in the machine. Other embodiments may include • 
programs which consider the size of the HTTP record 
and the trarxsfer rate in determining a transter speed. 
Such programs then determine if the record can be 
transferred fast enough to suit the parameters estab- 
lished in the configuration in memory, and it not, alter- 
native addresses are. . accessed. Such altematiye • 
records may be similarly tested for transfer speed before 
being transferred, 

[0123] Programs may also consider other factors In ' - 
deciding to access a particular address,' such factors- 
may Include for example day and time information* or 
information Irom sensors such as sensors in a floor in- 
dicating that other persons are waiting to use the ma- ' 
chine. In this way access to documents that have exten- 
sive outputs which rnay tend to prolong transactbns can 
be avoided even when records can be loaded at ari ad- 
equate speed. 

[01 24] While the described embodiment of the auto- 
mated banking machine and system of the present in- 
vention, is shown with regard to a partbular type of ma- 
chine that is made specifically for connectlbility to local 
or wide area networks, conventional automated banking 
machines may also be adapted to include such capabil- 
ity. Specificaiiy the HTML document handling portion 
and device application portions may be included yrtth .. 
other converitional software whbh operates within an 
automated banking machine. This enables such ATMs 
to operate either in the conventtonal proprietary network 
eras part of a wide area network. In addition, automated 
banking machbas may be configured to operate their 
devices through the device interfacing software portion 
described herein or through a different software inter- 
face when operating in a conventional network. Such 
machines may switch to requiring device messages to 
be passed through a devrce server when operating un- 
. der the control of a server within the wide area network 
to maintain security within the system. In this way a sin- 
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gle ATM cou\6 operate in. proprietary networks. in the 
manner of current ATMs as wail. as iathe network con- . 
figuration of \he system described herein. 
[0125] Alternative embodiments of the inventfon op- 
erate to cornmuntcate transaction messages used in a- 
proprietary ATM network. This may be accomplished by 
using a CGI in connection with either the HTML docu- 
ment handling portion ot the-ATM or the HTTP home . . 
sewar or other server. The CGI operates in connectioi 
with a message conversion program and database to 
cull the necessary cfeta from the HTML documents arid 
response messages and generate the defined transac- 
tion request messages appropriate tor the proprietary 
transaction network. Likewise, the message conversion 
program and CGI operate to receive funolion command 
messages from the proprietary network and convert 
them and generate appropriate HTfyflL documents and/ 
or TCP/I P messages tor use by the ATM. Because these 
. proprietary network tomnals are defined and the data 
necessary to produce and interpret the messages are 
known, the use of the ATM 1 2 directiy in a conventional 
proprietary ATM network ts achieved. 
{0126} * nnhvftntinnai ATM transaciion. messages are 
defined layout messages that do not include HTMLdoc- 
urhents on HTTP messages. An exannple of known con- 
ventional messages used to operate ATMs are Dieboki 
91 X messages. Such messages generally Involve 
transmission of a request message from an ATM in a 
defined layout including customer input data (account/ 
. pin) and an indteation of the type and aniount ot trans- 
action requested. The request message is received by 
an ATM host computer which sends back a response 
■ message v/lth a defined layout which includes an indi- 
cation whether the transaction is authorired. The ATM 
then returns another message to the host corrputer in- 
dicating whether the machine was able to carry out the 
transaction. The messages used in such conventional 
proprietary networks generally occupy relatively little 
. band width. 

[bi i7] 1 h connecting an ATM according to an embod- 
iment of the invention to such a network, a sender is pro- 
vided. The server Is in operative connection with a mem- 
ory which includes a relatbnal database which holds the 
message conversion and document creation data. In 
one configuration, the server is connected to the docu- 
ment handling portion through a network, or may reside 
on the computer of the ATM, The server produces the 
documents which the browser accesses and which in- 
clude the transaction device instructions. The server (or 
a connected server) communtcales the conventional 
messages with the host. One server may provide an in- 
terface for several ATMs connK:ted to it in a LAN, or 
alternatively, each ATM may have its own sender oper- 
ating therein. 

[01 28] The ability of ATM 12 to communicate in a pro- 
prietary network also enables operation of the ATM in a 
manner in which the interface is generated by a user's 
home institution in the manner previously described, but 
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in which transactions are authorized through messages 
directed through a proprietary ATM network. This 
achieves' the security of using the proprietary network 
•while providing the customer with the advantages of. the 
■famjiiar- home bank interface and/or 'personal home 
page' interface. 

[0129] . In such a configuration the AtM' transactk^n 
function devices ma/ be operated in a conveotiohal : 
manner in response to conventionat ATM traniactibh ' 
messages such as Diebold 91 X messages, in the pro- 
prietary network. The customer ou^Lit devices:, such as 
screen (and speakers if provided) communicatte 
lh rough a browser connected to.a local or wide afea net-' 
work. The browser- accesses documents to prompt a 
. customer through operation dt a transaction, but the 
documents do not include instmctions whkih cause op- 
eration of devices such as the cash dispenser. 
[01 30] In one configuration the browser may be oper- 
ated by the computer in response to the status of devic- 
es in the machine, as the devices are operated in re- 
sponse to conventional ATM messages. In this manner 
the browser may be navigated to selected addresses, 
including addressefi which are associated the cus- 
tomer based on customer input data. However, as the 
documents received by the browser will not operate the 
transaction function devices, there is" less need lor se- 
curity measures In accessing documents. As- a. result. 
. -thecustomer still operate the machir>e in response 
to a familiar and unique interface, and rnarketing infor- 
matbn such, as advertising or other material may be pre- 
sented in the transactior) sequence. . ■ • -. 
• [0131] In other embodin>ents machines nr^ay perform 
some device functions based on conventional messag- 
es, white others may be performed in response to in- 
structions in HTML documents or other HTTP messag- 
es. For example HTML documents may provide consid- 
erable data for use by printers: or other output devices. 
Some embodiments may access documents with in- 
structions, but may ignore some and act In response to 
others.- The approach may be.selected by the systems 
operator by configuring the softvrare based on their re- 
quirements. 

[01 32] A f u rther advantage of the syst em conf i gura- 
tion of one preferred embodiment is that it has enhanced 
flexibility for communicating messages associated with 
the ATM. The device manager 68 preferat?ly generates 
status messages associated with the status of devices 
36. These status messages may cornmohly represent 
information about conditions which exist at the devices. 
Such messages may indicate that supplies of paper for 
printers or currency, are low or are depleted. Other mes- 
sages may indicate that devices are not functioning 
property. Often such rnessages indicate that the ATM 
requires servicing. All such types of messages are re- 
ferred to herein interchangeably as status or fault mes- 
sages. 

[0133]- The devce interfacing software portion 64 
communicates through the intranet 16 using TCP/IP 
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messages. While the messages assoqiated with trans- 
actions previously described are directed to the device 
server 92, the sottware. portion 64 mayjnciude a server 
and be configured to address tault and status messages 
to other addresses in the 'ntranet or the Internet For 
example, such fault or status messages may be directed 
to a software application which delivers messages to a 
service provider. Further, fault messages may be selec- 
tively directed based on the nature of the_fau It indicated.; 
For example, .lault messages indicative of a need to re- 
. plenish currency or Supplies nr^y be directed to an. ad- 
dress in the intranet associatad with an entity who has 
responsibility for replenishing supplies. Alternatively, 
fault messages which indicate a need for other types of 
- servidng may,be directed to an address associated with 
an entity who can provide the type of servicing required. 
[01 34] Alternatively, the selective dispatching of fault 
messages to addresses in the intranet 16 may- be ac- 
. complished by appropriately configuring device server 
. 92. In addition, either software portion 64 or device serv- 
er 92 may direct faurt messages from the ATMs to a fault 
handling system such as to a computer operating Event 
Mar\a^m®nt. Systeim™ epftvyare ayatlabiB from Die- 
bold, IncorpdiBted. Such software is operative to re- 
solve the nature of the fault condition and to notify ap- 
propriate p^eohnet of the. corrective action to be taken. 
[0135] The ATM 12 may further include a software 
function to assist in diagnosing problems and providing 
remedial service. As graphically represented in Figure 
2, alternative embodiments of . tha ATM 12 may include 
a mini-HTTP server 1 09 which is in cbmmunVcation with 
the device interfacing software portion 64. Server 109 
is configured to receive device status messages and to 
produce HTTP records including HTML documents In 
response thereto, which provide data representative of 
device status to a diagnostic device 1 1 0 such as a hand 
held computer tenrtinal. Server 109 includes a CGI for 
interfacing with the device software so that a technician 
may access the intomiation in the records accessible at 
the HTTP addresses related to status messages and in- 
put test and corrective trtstrucliohs through diagnostic 
device 110. The HTTP records and/or HTML documents 
generated by server 109 may preferably include graphic 
and audio instnicttons indicative of conditions such as 
problems, as well as corrective action data and repair 
instructions. 

[0136] In alternative versions of the invention the 
functions of the mini-HTTP sender 1 09 may reside in de- 
vice server 92. This may be particularly appropriate 
where the function of the device server resides on the 
computer in the ATM. Regardless of where the function 
resides the use of the visual and audio components of 
HTML documents associated with maintenance and di- 
agnostic messages facilitates servicing of the ATM. 
[0137] These records delivered through the mini-HT- 
TP sen/er include instructions that correspond to the 
status or fault conditions. Such records or docunnent« 
maybe accessed locally as previously discussed^ or re- 



ts 



20 



25 



30 



3S 



40 



45 



SO 



S5 



mptely A technician using a hand held computer which 
includes a browser or other software operative to access . 
the .HTTP records rray access the documents locally fpc 
purposes of maintenanoe.- diagnosis and servicing. In , 
some situations, thfi custpmer jntertape and browser as~ 
sQciated therewith may. be used to access the minl-HT- . 
TP server, or a separate browser, display and input de- 
vices onthe machbe and interrdedfor use servicing ac- . 
tivity may. be used. AltemativeV, the fault and status 
rnessages may be monitored f rprn.terminals at locations 
anywhere that are connected in the network. The mini- • 
HTTP server handling status and fault. megs^ges may 
also be configured to send an email. or similar message 
to a selected address whenever a particular conditbn ' 
or group d conditions exist. . 
[0133].. Afurtheradvantageofthisfeature'lsthatHTTP 
messages may also be sent to the mini-HTTP sisrver to 
. attempt to correct -problems. Such messages may in- 
clude running diagnostic tests and receiving results. It 
may also. Include operating devices to test or attempt to 
clear jams and other malfunctions. This can often be • 
done from remote locations. Of course, when there is a 
significant risk of unauthorized access to the server hari- 
dling default .or djsvice messages, appropriate security 
measures should be taken. 

[0139]. The HTTP records which indicate the status of 
the transactbn. functbn devices may have different 
forms depending on the software configuration ar>d the 
needs of the system operator. In some embodiments the 
device status information for one or more device nnay ■ 
be represented by iridida contained within a<iata object. 
The data object may be transferred to other connected • 
computers to provide the status data. The transfer of the 
data object may be accomplished by remote method in- 
vocation (RMI) for example. The data in the transferred 
data object may then be used to generate message and/ 
or outputs desired by the system operator. This tech- 
nique maybe particularly useful when the operator wish- 
es to connect the machine toan existing nrK)nitoring sys- 
tem and indicia included in the data object can be used 
to generate outputs or messages indicative of device 
status that can be processed by the existing system. 
Plug-ins may further be used to achieve communication 
between existing monitoring systems and transaction 
machines which have different types of status condi- 
tions or different types of message formats. This In- 
cludes- machines which have different types of transac- 
tion function devices and capabilities. 
[0140] The technique of transferring a data object 
may also be used to conduct testing or modification of 
transaction function devices. For example, indicia in the 
data object may be nrradified by a servicer and the object 
passed back to the machine. The software *tn the ma- 
chine may cause the transaction function devices to op- 
erate or change conditions or programming in response 
to the modified data object. This nnay include for exam- 
ple clearing a fault indication or causing a device to op- 
erate to clear a jam or to conduct a lest. The results of 
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such activity may be reflacled in modified indicia In tiie 
data object Y\^ich may then be translerred to the com- 
pute rjntli.e diagnostic temninaK ...Dt course, the ap- . 

. proaciies discussed herein are exemplary and other ap- . 

. proaches.will. become apparent to those skilled in the 
art from the. description herein. 
[0141] Figure 25 shows a schematic view o1 a network 
configuration for an alternative .embodiment ot the au- 
tomated banking machine. 

[0142] The embodiment shown in Figure 25 includes 
an automated-banking machine specifically adapted for. 
operating in" connection with conventional aLrtomated 
banWng machine systems such as. systems which op- 
erate using Diebdd 91 X ATM message formats or other 
non-HTTP conventional format. A host computer 120 is 
.a conventional ATM host which communicates using 
such messages. The host communicates with an inter- 
face sen/er schematicaliy Indicated 122, interface serv- 
er 1 22 operates in the manner previously discussed and 
is in operative connection with a memory that Includes 
. the bformation necessary to convert HTTP messages 
that pertain to a transaction request to a 91 X request 
mes^3©,pr other conventional message, whi?^ 
handled by host computer 1 20. Likewise interface send- 
er 122 and the'instructions and data stored in memory 
are operative tp convert a conventwnal 91 X command . 
message or other conventional command message 
. from the host 120 into HTTP messages which can iDe . 

used by the automated banking machine to carry out the - 
. command.. Similarly interlace server 122 is operative to 
receive the HTTP messages .whiiih correspond to the 
response of theautomatij banking machine to the com- 
mands and to produce a 91X response message or oth- 
er conventional response message, to the host. In ac- ' 
complishing thes^ functions the interface server com- 
municates, with, a Interface client 124 which In the pre- 
ferred embodimerit is a COMM plug in which operates 
on the banking machine temriinal under a Windows NT(B) 
operating envlroriment Interface sen/er 122 atso in- 
cludes a conrvnand/status gateway 1 26, The command/ 
status gateway Is operative to receive command and 
status messages:- fronri the software portions handling 
the functional devices within the machine. The messag- 
es concerning the devices are used in producing trans- 
action messagies^to send back to host 120. In addition, 
the command status gateway port'ion also produces sta- 
tus messages Jri(iicative pf the status of devices which 
may also be communicated to the host. 
[0143] The interface server 122, command status 
gateway portion 125 and interface client 124 may reside 
in software on the automated.banking machine terminal. . 
In tiiis configuraitbn the terminal appears to the host 
computerto be a conventional machine. Alternatively in- 
terface server 122 and command status gateway por- 
tion 1 26 may reside on a separate server, while the in- 
terface client portion 124 may reside on the terminal. 
This enables the interface server 122 to handle a 
number of autonriated banking machines by connecting 
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the machines to the Interface sender through a network, 
[0144] . The alternative configuratioaoff the automated . 
bankiag rT>achfne system shown in Figure 25 is particur : 
larly adapted for uise.Jn connection with existing ATM . 
system. The machine includes an HTMl. document han- . 
dling portion 1 28 which Iricludes a browser which oper- . 
ates in the manner of the embodiments previously de- 
scribed. The-HTML docurrient handling.portion is alter*. •• 
natively referred to as;a browser herein for purposes of - • . 
^simplicity The HTML document handling portion oper- 
. ates in connection with network 1 30 to access HTTP 
. records in the form of HTML documents tiirough servers 
1 32, 1 34 and 1 36. For purposes of this example server 
132 will be considered the server of the home bank 
which operates th© automated banking mac^iine. The 
browser portion.128 is enabled to'access documents of 
its home bank for purposes of obtaining content and m- 
structions for purposes of outputling information to cus- 
tomers as well as for operating devkies on the nrachine. 
Servers 134 and 1 36 are representative of other servers 
which the.automated banking machine may be instruct- 
ed to access for purposes of downloading documents - 
whicht include information or hstructions. Often such, 
documents from non-home bank servers will include in- 
formation which is to be presented to customers such 
as advertising, p romotional mate rial . stockqubtatbns or 
other types of information. It should bte understood. that 
the servers 134 and 136-nriay be directty. connected to 
network 130 or may be accessed through" other net- 
works and servers. In some embodiments such servers . 
may be accessed through'the Internet for- purposes of 
providing documents to the autonnaled Ijanking ma- 
chine. 

[0 1 45] Document handling portion -1 28 includes a.ter- 
minal theater software portion schematically- indicated 
138. Terminal theater portion 138 Is schematically 
shown in greater detail in Figure 25. Terminal theater 
portion 138 includes a back stage frame 140 and a 
theater frame 1 42. The back stage frame 1 40 although 
it resides in the browser, Is not visible on the screen of 
the automated banking machine. The theater frame 142 
is a visible frame and controls what is shown to the cus- 
tomer 

[01 46] As schematteally represented in Figure 25 the 
HTML document handling portion also includes a tenr^i- 
nal director portion 1 44. The terminal director portiori in- 
cludes directors which are related instances of applets ' 
which are used in carrying out particular types of trans- 
actions. The terminal directors generally correspond to 
tine operation of the JAVA applets in the prevbusly de- 
scribed embodiment 

[0147] The automated banking machine of the altar- 
native embodiment further Includes a transaction serv- 
ices application (TSA) schematically tndbated 146. The 
transaction services application provides security, ter- 
minal condition, terminal authorization and key manage- 
ment services within the automated banking machir>e. 
The transaction services application Includes a functbn 
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for communicating HTTP messages with the interface 
server 122. The transaction services application nhay al- 
so communicate through a network such as network 1-30 
; in a manner later explain ed. The transaction services 
application also provides a server function which ena- 
bles the transaction sen/ices application to carry out the 
functbns of the device .sen/er 92 in the previously de- 
scribed embckJiment.. 

[0148] The automated banRihg machine of the alter- - 
native embodiment further includes JAVA common de- 
vice interfaces -schematically, indicated. 148. The JAVA 
common device interfaces in the preferred embodiment 
are related Instances ol applets which control and.coor- 
dinate the operation of the functional devices 1 50 of the 
machines which pertorm transaction functions. The 
functtonal devices may Include devices of the types de- 
scftoed in connection with the previous embodiment or 
other types of devices which operate to carry out a func- 
tion related to a transaction. The JAVA comrBon device 
interlaces 1 48 communicate with the functional devices 
through common device interfaces schematically repre- 
sented 152. The common device interfaces (CDIs)pro- 
vida . an intariace . that . cgnirols . ths elscjromschan ical 
modules in the functional devices included in the auto- - 
mated banldng machine. The common device interfaces 
are schematically shown in connection with a diagnostic 
sen/er 154. The diagnostic sen/er operates in a manner • 
similar to sen/er 1 09 of the previousfy described embod- 
iment. The diagnostic server 1 54 is^usef ul in diagnosing 
status and in con'ectingprdb lems with the .devices h the 
automated banking maphine. - 
[0149] Referring a^atn to Figure 26 the backstage 
frarhe 140 within the termrial theater portion 138 is a 
component called the backstage applet 156. The back- 
stage applet 156 is preferably a relatively thin compo- 
nent. Instructions referred to as script included in docu- 
meTits accessed by the browser selectively cause the 
backstage applet to notify a terminal director when an 
action is to take place in response to the instructions 
included in the accessed document The backstage ap- 
plet also operates to request thai a new HTML docu- 
ment be accessed. The backstage applet also provides 
access to the shared transaction data object previously 
discussed which hojds transaction data. 
[0150] The theater frame 142 controls the user inter- 
face as .^en isy the user ol the automated banking ma- 
chine teirminal. Client HTML schematically represented 
158 in the theiater frame 142 defines the identifying in- 
dicia associated with events sent to a director manager 
through the backstage applet and provkJes an interface 
to the director manager's public methods. The director 
manager schematically indicated 160 in Figure 26, has 
a class. which resides in the transaction services appli- 
ccltion (TSA) 146 as shown. The director manager class 
residing in the TSA process is operative to load the ter- 
minal directors 144- to the HTML document handling por- 
tion. The dipector manager also includes a backstage 
applet class that resides in the backstage frame 140. 
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The backstage applet-class of the director manager pro- 
vides an interface for the client HTML to make requests 
6n the director .manager; Instructions in HTMU.docu- - 
■ments can pass event? through the backstage applet 
156. to the director Tnanager. Such events include a re- 
quest to authorize a transaction. S uch requests may al- 
so include indications that the customer has completed 
a transaction or that a document loaded by the browser ■ ' 
includes instructions requesting that the session- be ter- 
minated. Other events which can be passed through the 
director manager -Include print events. Other events 
which can be passed through the backstage applet to 
the director manager include an indication that an entry 
was cancelled, or other defined user events. 
[0151] In respofise to receiving events the director 
manager of the embodiment shown responds to instruc- 
tions in documents accessed by the browser to perform 
functions which Include changing the content of the 
theater frame 142. The director mar\ager responsive to 
such instructions, also changes the active termhal di- 
rector class. The director manager also caches terminal 
director classes for later use or loads -terminal director 
classes and HTML documents from a list of available 
sen/ers. The director manager also provides access to 
the shared transaction data object holding transaction 
data for a particular transaction. The director oianager 
also sends terminal theater events, to the backstage 
control class of the. current terminal director ar^l pro-' 
vides a screen timeout timer. Of course- in other embod- 
anents the terminal director may .carry out other func- *- 
tions. . V 

[0152] In operation of the alternative embodiment 
shown in Figure 25 the terminal directors. 144 In the 
transaction services application 1 46 enables. selectively- 
accessing docurnents with the HTML document han- 
dling portion 128. The documents accessed may in- 
clude instructions which are used to operate the auto- 
mated banking machine and the functional devices ther- 
eon. The transaction services application 146 Is further 
operative to communicate the HTTP messages whteh 
are passed to the interface server 122 and which are 
used to generate conventional ATM messages which 
can be handled by the host 1 20. The dispensing of cur- 
rency and other transfers of value are carried out in re- 
sponse to approval from the host 1 20, while the interface 
and other functions are controlled. through instructions 
• in documents accessed through the browser. 
[01 53] In one preferred embodiment the ATM or other 
transaction machine communicates with the conven- 
tional ATM host by passing the transaction data object 
between the computer in the ATM and the interface 
server. This transfer Is preferably accomplished by the 
remote message invocation (RMI) feature of software 
such as JAVA Ol course other methods tor transferring 
the data object file using HTTP may be used. 
[01 54] As previously discussed, the transaction data 
object holds transaction data. The machine acquires da- 
ta pertinent to the transaction such as account data from 
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a card, a customer's PIN number, requested transaction 
(s) and amount(s), and includes this data, aniong the 
transaction data 

[01 55] -Once the data needed to generate a conven- 
tional ATM transaction n>essage is represented in the 
Iransaction data, the data object is transferred to the in- 
terlace server. The Irtterface server is in operative con- 
nection with a databa.se 123 or other item holding con- 
version data as schematically indicated. The conversion 
data is used by the software associated with the server 
to generate a conventional ATM transaction request 
message to the host 120. The conventional message 
may be formatted as a conventional 91X message or 
other conventional non-HTTP transaction message. 
- £0155] After processing the host 120 responds with a 
conventional response message. The components of 
the response message are received at the server and 
processed responsive to the conversion data to produce 
modified transactbn data in the data object This modr 
ified transaction data preferably hcludes data indicative 
of whether the requested transaction Is authorized or 
denied, as well as other data. For example, if the trans- 
action is denied it rn^ include data which is indicative 
of ttie reason for the denial. 

[0157] The -transaction data object with the modified 
transaction dala iis then transferred to the computer op- 
erating the ATM by RMI or other transfer method. The 
transaction services application 146 operating in soft- 
ware receives the data object and operates the trans- 
action f u notion devices resporrs We to tf»e rrvodified trans- 
act bn data. The trarisacliort data object has the trans- ' 
actbn data therein further modified by the inclusion of 
information concerning operation of the devices. Alter' 
thadevtces have operated, the transaction data object 
with the further modified trar^sacti^ data is passed back 
to the interlace sen/er 1 22. The modified transaction da- 
ta is then used to generate a message to the ATM host 
The message to the host includes data corresponding 
to the modified transaction data Usually this message 
Is a conventional non-HTTP completion message indi- 
cating whethter the transaction was successfully carried 
out by the transaction function devices. 
[0158] The format of the non-HTTP conventional 
transaction messages may be readily changed in the 
described embedment This can be achieved through 
the. use of plu^-ins. The plug-ins are operative to put 
dala into, and to extract .data from, the transaction data 
object. The plug-ins achieves conversion between the 
transaction data and desired conventional non-HTTP 
messages. The use of plug-ins enables more readily us- 
ing the ATM of the described embodirnent in connection 
with varied types of conventbna! transaction networks. 
[01 59] Transaction data in the transaction data object 
is also preferably operative to have the computer oper- 
ate the browser to access selected HTML documents. 
This may be done to Indicate that the transaction is au- 
thorized or denied, as well as to access specific docu- 
ments responsive to components of the message. For 
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example, customers of banks other than the one oper- 
ating the ATM may be given certain promotions not pre- 
sented to the bank*s existing customers. The transac- 
tion data indicative of why a transactton is denied can " " 
be used to access documents which provide an expfe- ■ 
. nation, or can encourage the customer to take other ac- • 
tion, such as to take a cash advance on a credit card or 
to apply for a loan. . . 

[0160]- .Thesyitem schematically shown in Figure 25* 
Is an example of an automated banking machine system - 
that achieves the wide variety of interface options avail- 
able through the use of an HTML interface while pre- 
•sen/ing compatibility with existing banking machine sys- • 
tems and the security techniques associated therewith. 
Of course in other embodiments alternative approaches' 
and configuratrans may be used. 
[0161] Afurther advantage incorporated into the sys- 
tem schematically represented in Figure 25 is the ability 
to operate the software components of the described 
embodiment of the present invenlbn in existing auto- 
mated banking machines. As will be appreciated; the 
handling of HTML docunnents in conventbnal comput- 
ers requires inputs.thfough a QWERTY tyge keyboard- 
as well as nrKHise clicks in locations corresponding to 
iccxis or bther features on HTML documents to success- 
fully navigate and use such documents. Conventional 
automated banking machines generally do not include- 
a mouse orfull keylx^ard. Rather conventional automat- 
ed banking machines generally include an alphanumec- 
te keypad sinr)ilariq that usedon.tel^hones, as well as^ 
function keys. Embodiments of the presfent invention en- 
able the operation of the system with terminals which 
have such imerfaces operate in a manner whbh attains • 
benefits as ciescn*bed elsewhere. 
[01 82] Figure 27 shows an example Of a conventional 
automated banking machine Interface 162. Interface 
162 includes an output devbe which includes a screen 
164. Screen 164 may be a CRT. LCD or other conven- 
tional display screen. In the embodiment shown screen 
164 is not a touch screen as in the previously described 
embodiment A plurality of function keys 166 are dis- 
posed at bcations adjacent to the screen 1 64. A keypad 
168 is also included in -the interface 162. Keypad 168 
includes alphanumeric keys as well as certain other 
dedicated keys such as "cancel", "correct" and "ok". 
Other keys on the keypad are generally blank but in 
some instances may be used. 

[01 63] In the operation, of a conventional automated 
banking machine, screen data which ib generated from 
information stored in the terminal memory produces de- 
fined transaction screens which are presented graphi- 
cally on the screen 164. The screens appear in a se- 
quence in response to the transaction functbn selected 
by the customer Conventional screens also generally 
include text or graphics representative of selecttons that 
can be nnade by a customer. These texl or graphic op- 
tions generally includes lines or other indicia which ex- 
tend to the edges of the screen adjacent to one of the 
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f unctbn keys 1 65. A us eris enabled to select the options ' 
by- pressing the funption key which is pointed to by the 
selection. Likewise in the bp'aratlbn- of the automated 1- 
banking machine a user. is. enabled to input the alpha- 
numeric charactexs whrch-wnprise the FIN number &"s 
well a& numeric anrwunt infomnation and other instruc- 
tions by pressing the keys4n the keypad 168. 
[01 64] In one embodiment of the present invention the. 
software operated in the automated banking machine 
ope rates to convert standard ATM key inputs to operat-. 
ing system events such as a rtrouse olick-in a desired 
locatbn or an input from a QWERTY type keyboard: The 
software components which enable carrying out this 
functbn are shown in Figute 28-30. These functions in- 
clude a keypad applet 170. The keypad applet 170 in 
the described embodiment is' included among the ap- 
plets in the terminal directors 144.- The keypad applet 
170 supports a subset of the keyboard conrmrr device 
interface (GDI) functionality, 
. [01 65] The keypad applet 170 coordinates with a key- 
board conrmnand server which operates in the transac- 
tion sen/fces appIicaVton- 1 46. The server in the transac- 
tion fisMcfifi.applisatlon communicate^ wiih-Jthe com- 
mon device interface for the keypad and function keys, 
schematically, indicated -172. The key GDI in the pre- 
ferred embodirrient is a JAVA program whidn is referred 
. to as a wrapper for the common device interface asso- 
ciated with the function keys and the keypad 
[01 66] The software further includes a keyboard map-' 
per prograrh schemiaticalty Indicated 174.The keyboard 
■ mapper in the preferred embodimenl is in connection 
* -with a database 1 76 which stores aplu raiily of nr^ sots. 
In the preferred embodiment the keyboard mapper is an 
extension of the keyboard olass bl objects used for op- 
erating the keyboard. The keyboa/d .nnapper operates 
to store sets of keymaps in the database 176. This is 
accornpltshed by reading inf ornjatioh. in a configuration 
database for the ATM to obtain the keymaps that are 
operated in the particular machine. During operation, 
the keyboard mapper selects one of the keymaps as the 
current sat This is done in response to the keypad ap- 
plet and is based on instrubtions In HTTP records which 
are selectively accessed. The keyboard noapper may 
select keyniaps responsive to instructions in HTML doc- 
uments loaded through the browser. The keyboard map- 
. per is also operative to enable the keypad and function 
keys appropriate for the particular mapset selected. The 
keyboard mapper is further operative responsive to the 
selected rnapset to translate a keypad input signal or a 
function key input signal into a respective keyboard or 
mouse input signal which is then delivered to the key- 
board input stream or the rrtouse input stream of the op- 
erating system of the computer in which the software 
operates. 

[pIBT] In the preferred .embodiment the mapsets are 
each comprised of hash tables. Keynoap objects are 
stored as values in the hash tables such thai each object 
includes the values and operatbns necessary toconvert 
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any appropriate ATM key event to an operatirrg system 
input event - ■ ■ ' - 

- ,-=[0158] As car> be appreciated in the case of function 
• keys adjacent to the ATM screen ft may- be desirable to ; 
s "Tprovide a rnouse input to the mouse input stream that ■ 
corresponds to a particular coordinate location tor" the ■ 
. mouse input. This is pnrovided bythe keyboard mapper . 
-using the selected keymap set.. The various keymap 
. sets enable the different function keys to provide differ- 
enttypes of inputs to the cbrhputer operating system re- ^ 
sponsive to the HT-ML document "displayed on - the 
browser. Further the keyboard mapper causes the 
pressing' of a selected key to produce an input corre- 
sponding to a mouse click at a selected x,y coordinate 
position on the screen. U shouk3 be understood that ei- 
ther keypad keys or function keys can be used to pro- 
duce nrwuse inputs. Likewise f unctton key- inputs nnay 
be converted to keyboard inputs. In someembodiments 
however it will be desirable to disable the mouse indi- 
cator on the screen such that the user does not nottee 
a usual mouse icon. Such disabling may include in some 
embodiments reducing the size of the mouse icon such 
that it is,5<? small that it cannot be readily seen by a user 
of the oiachine. 

[0169] During portions of some transactions if may be 
unnecessary for the user to press any keys. In such sit- 
uations some preferred embodiments ot the invention 
operate to disable the keypad keys and/or function keys. 
Because resources of the computer are used in pollings 
suchXeys tor inputs, thecessation of-such potfing durthg- : 
appropriate times enables the computer resources tobe- 
devoted to carrying out other. functions. This wlH in- 
crease the speed at which other activities may be car- 
ried out This may be accomplished in sorne embodi- 
ments by the keypad applet operating to remove the key 
devices from a poll list. 

[Oil 70] Ffgures ^-30 include schematic depiction© of 
examples of the operation of the keyboard mapper and 
the keypad applet Figure 29 shows an example of an 
input to the keypad 1 68. In this example the keypad ap- 
plet 170 generally in response to instructions in an HTTP 
record such as an' HTML document or other events, 
transmits and enables events to the transaction services 
application 146. In response annapset is selefcled from 
the database 176 corresponding to the particular map 
name. The keyboard command server is further opera- 
tive to enable the appropriate keys of the ATM, 
[0171] In this exannple, in response the customer 
pressing the 'OK* key on the keypad the CD! generates 
an appropriate signal to the transaction services appli- 
catioa As will be noted from Figure 27 a "OK* key is 
relerred to by convention as the "J* key of the ATM in- 
terface. The transaction services application transmits 
the signal generated from the pressing of the "J" key by 
the customer to the keyboard mapper 174. In response 
to receiving the signal, the keyboard mapper operates 
to resolve the object in the mapset corresponding to the 
map name which will convert the function key input sig- 
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hal to a keyboard input signal which is recognized by 
the operating system.By callingthe selected objectfrom 
the mapset, a keyboard input sigpiaMs produced and de- . 
livered into the keyboard stream of the computer. This 
is represented by keyboard stream 178. In the embod- 
iment shown the keyboard stream is an input to the Win- 
dows NT® operating system. The keypad applet 1 70 op- 
erates to sense the input through its,corresponding key 
listener.' Applet 1 70 is also operative to receh/e frie event . 
and may operate to display an fcon or other graphic cor- . 
responding to-whal ^e. -customer has- Input 
[0172] Figure -28 shows operation of the keyboard •■. 
mapper In situations where the transaction servtees ap- 
plication operates to prevent transmitting the data input 
by the customertothe applet 170. This may be desirable 
for example, in situations where the input by the cus- 
tomer is the customer's PIN or other data which is not 
to be displayed In these circumstances the transaction 
services application 146 operates to hold the data input 
by the customer and to send only a signal representative 
. ot a hblding character, in this case a symbol back to 
the browser. This is done selectiyety in response to the 
instructions .cpntaihed. In documents accessed by the 
browser or In othier HTTP records accessedby the com- 
puter which indicates thai the input by tine customer cor- 
responds to their PIN or other d^a which is not to be 
sent to the browser. In the example shown in Figure 2S " 
only tie holding character Is passed through the key- 
board mapper to the browser. In . situations where the 
HTTP record accessed invokes methods in which nu- 
merical values are tabe sent tothe browser emd/or dis- 
played on the screen (such as the amount of a withdraw- . 
a) transaction) the signal sent by the transaction' servic- 
. es application to the browser Is hjfiicative of the numer- 
ical value associated wHh the key pressed. 
[0173] Figure 30 is a further example ot the operation 
ot the keyboard mapper in this case the input corre- 
sponds to a function key 166. In this case the input is 
caused by pressing thei f urwtipn key "A' which is shown 
adjacent to the upper right hand; corner of the screen as 
shown in Figure 27. Th'e signal; generated in response 
to pressing the function key is paslsed to the keyboard 
mapper which in response tothe ddta obtained from the 
data store 176 outputs a mouse input corresponding to 
a mouse click. The rriouse input includes data repre- 
sentative of the X and y coordinates on the screen where 
the mouse dick is to be provided This mouse input sig- 
nal* is passed to the mouse stream input schematically 
represented 180. 

[0174] As will be appreciatedto enable the automated 
banking machine which processes HTML documents to 
operate using a conventional ATM interface the mouse 
input will generally Include coordinate locations whk;h 
correspond to a location on the screen adjacent to the 
particular function key. This is because the icon, line, 
text or other indicia which the customer is selecting by 
pressing the key will preferably appear or extend on the 
screen adjacent to the key. In this way the customer is 
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aware through the visual presentation what key to press 
to make a correspondirig selection, A number of f unctbn 
keys adjacent tothe screen nnay be operative at any one 
time. The customer may make selections pressing a- • 
function key at one location andthen afunctten key at 
another location disposed from the first focatbn; This . 
will result.in signals beingssnt to the nrtouse stream cor- 
responding.to nriouse clicks at coordinates on the:screen 
adjacentto the function buttons pressed by the custom- 
er. During transactions various combinations ot function - 
and keypad keys may be operative and mapped to var- 
bus keyboard and mouse inputs. as.detenrtined by the 
selected mapsets. In addition developers nwy develop 
special nnapsets con-esponding to the particular graph- • 
bs in HTi^L documents which are displayed. 
[0175] In the foregoing manner keypad inputs to a 
conventbnal ATM or other automated banking machine 
keypad can be translated Into conventional keyboard or* 
mouse inputs which oan be kientified and prcx^essed in 
a conventional keyboard input stream or mouse input 
stream to a computer. Likewise functbn keys inaay be - 
translated into mouse inpiits at selected bcations^ and 
deljvered into the mouse input stream for processfng by 
the computer or -may b© converted into keytjoard iriputs 
and delivered to the keyboard input stream. A further 
advantage of the described terminal configuration is that 
' keys mayrbe selet^vely disabled exci^t when they- are 
needed, l^is may reduce instances of attOTpls to im- 
properly access the machine by pressing keys .on the • 
keyboard. Further as previously discussed- steps rrtay 
also be taken to disable keys when titey are not needed " 
to increase transaction processing speeds. 
[01 76] At urther advantage acHiev^le with some em- 
bodiments of the present invention is the ability of- the ' 
automated banking machine to' provide printed docu- 
ments based on instructions in HTMli documents. Such 
printed items may include tickets, travelers checks, 
money orders, bank checks, scrip or ether types of doc- 
uments. The ability of preferred embodiments to access 
and process HTML documents epables the printing of 
graphics and other indbia whiph. can produce printed 
documents having selected appearance features and 
selected omamental designs. This can reduce the need 
to utilize preprinted forms and also enables the printing 
of a greater variety of printed formats. Further the con- 
figuration of some embodimerjts of the machine enable 
printing only selected portions of trahsactron informatbn 
for record keeping purposes within the machine while 
providing versions including enhanced graphics or other 
attractive features to customers. 
[01 77] Figure 31 is a schematic representation of the 
operation of the system in printing forms using a printer 
in an automated transaction machine. The preferred 
form of the invention uses the WIN32 printer services 
which operate under Windows NT® 4.0. In the exenv 
plary transaction shown, the director manager class 180 
operating in the terminal theater portion 138 initiates a 
print receipt transaction by retl^uesting a printer director 
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182'to print a receipl. The printer director in one pre- 
ferred ernbodiment is a collection of inst^nces of related 
-JAVA beans which operate to carry out printing actM- . 
ties, and is oneot the directors among the tenminal di- 
..rectors 144. The printer director includes a print class 
which is schematically shown separately which is oper- 
ative to invoke a print URL method. The printer class in - 
the preferred embodirpent includes access to the- 
shared transaction data object which includes the cus- 
tomer specific Infomiation concerning the transaction 
that includes indicia representative of information to be. . 
printed. In the case of an automated banking machine 
this may include tor example indicia represenlative in-. 
. formation which Is read from a customer's card input to 
the machine and- read by a card reader. This would in-, 
elude ifor example the customer's name and account 
number. The other transaction information may include 
the types of transactions conducted such as a deposit, 
withdrawal or inquiry as welt as the amount involved in 
each respective transaction. . . . 

[0178] The transaction sendees application 146 re- 
ceives the print request and passes the URL string to 
Ihe-WIN firinterobject 1B4 bythop/mj IJRL. nnethod. The 
URL. address in one preferred embodiment is the ad- 
.dress. of an HTTP record such as an HTML document 
that will be used to format the document to be printed, 
■ In this case a receipt. This HTf\^L docunnent contains the 
■ embedded JAVA script that processes transaction data 
from the/transaction data object, The URL address of 
the dpcument nrvay be on a local machine or may be re- 
. trieved from another sender such as through a network 
schematbaily indicated 186. Network 186 may be a lo- . 
cal area ne^ork or a wide area network depending on 
-the configuration of th e n^hine. 
[0179] The WIW printer object 1S4 next navigates to 
the address of the document to be accessed.. This is 
done in the prefen-ed embodiment using Microsoft's C 
Web.Browser2 ActiveX control. When the HTML docu- 
ment has been loaded the ActiveX control automatically 
begins processing the cotitent of the accessed docu- 
ment. The transactbn services application 146 invokes 
the print URL method of the WIN printer object 184. The 
WIN printer object uses the ActiveX control to print the 
current HTML document This printing is processed by 
the Windows NT® print spool and graphics compo- 
nents. 

[01 80] The JAVA GDI receives an event from the print 
monitor component 1 92 that indicates the completion of 
print spooling. This indicates that a file is now available 
to be read and sent to the common device interface 
(GDI) -188 of the receipt printer. 

[01 81] Next a printer object 1 90 invokes a read data 
function in the print monitor 192 to determine the loca- 
tion and size of the print data file. The print object 190 
sends the data or the path name of the data file to the 
printer GDI 188. The printer GDI 188 then passes the 
print data to the printer hardware. This resuRs in printing 
of the document 
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[0182] Once the receiptisprinled the applet from the - 
printer director 1 82 issues a requestto deliver the print- \ 
ed .receipt: The delivery request is passed throjigh the- 
transactkjn services applicatfon 1 46 to the printer object ■ 
1 90. The printer object 1 90 invokes the deliver method. . ■ 
on the printer GD1 188 to cause the .receipt to be deliv- 
ered to the user of the machine. The operation of the 
software components, enables selectively accessing 
• document, formats as welj ...as . using.ihstructions .con- 
tained in the documents to include transaction data with- 
. in the printed documents. This enables producing doc- 
uments, of varied types. In addition it enables providing 
printing different types of documents for different cus- 
tomers. This may be desirable when providing market- 
ing information, coupons or similarhdicia on transactbn 
receipts: This approach further simplifies providing 
printed fonriats in various languages by developing - 
HTML documents which provide printed forms in differ- ' 
ent languages. In addition the methods described herein 
may be used. for providing mari<eting to customers by 
profile or types of customer categories, as well as on a . 
segment of one basis. 

[0183}. VVhile the printing method previously de- 
scribed is discussed in connectfon with delivering trans- 
.action receipts, similar methods may be invoked for the 
printing of statements for customers as well as for print- 
ing a transaction journal within the automated. banking 
machine. Further by accessing selected, documents 
ccMitrolling the format of printing the information jou mat 
records may be provided with .consolidated information • 
in a* manner which enables consenrtng Journal paper 
wHhin the machine by not printing promotional or other 
types of infomiatkn that is provided on customer docu- 
ments. 

[0184] The printing method herein described afeo en- 
ables printing various types of opticai indicia such as bar 
code or other types of machine readable indicia which 
can be used for printing coupons, checks or similar ar- 
ticles. Such coding may facilitate tracking the use of 
such items by customers for purposes of evaluating the 
effectiveness of various marketing efforts. In additbn 
machine readable indicia may tse used for printing on 
items such as deposit envelopes and/or in transactbn 
joumais. Such printing may facilitate reading such items 
by machine lo verify the contents of deposits. 
[01 85] The printing capabilities achieved through the 
presently described nnethods also en^le the printing of " 
selected graphical materials. This may include lor ex- 
ample materials which include imbedded digital signa- 
tures which can be used to verify the genuineness of the 
items printed. This may be parliculariy useful tor exam- 
ple in situations where the transaction machine is used 
to' print scrip, travelers checks, betting slips or other 
itenrts having independent value. In addition printed doc- 
uments in full color may be produced by including a color 
printer in the transaction machine. 
[01 BS] Computer software used in operating automat- 
ed transaction machines embodying the present inven- 
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tion and connected computers may iae loaded from ar- - 
tides of various types into the respective computers^- 
Such computer software may be included on and Joaded^/ 
from one or more articles such as diskettes or compact. - 
disks. Such software may also be included on. articles 
such as hard disk drives, tapes or ready only menwry.! 
devices. Other articles whk:h include data representa*- 
tive of the Instructions for operating conriputers- in the 
manner-descrtoed hepeinrare suitabtefor use In achiev- 
ing operatkirr of transaction machines and systems In - 
•accordance with embodiinents of the present invention. 
[01 87] The exemplary embodiments of the autorhated 
banking machines and systems described herein have 
been described with reference to particular software 
connponents and features. Other emtxKiiments oi the in- 
vention may Include other or different software compo- 
nents, which provide similar functionality. 
[01881 In theforegolnQdescription.certaintemr^s have 
been used tor brevity, clarity and understanding. How- 
ever no unnecessary limitations are to be implied there- 
from because such terms are for descriptive purposes . 
and are intended to be broadly construed. Moreover the 
descriptions and illustrations hereh are_ lay way of ex- 
amples and the invention is not limited to the details 
shown and described. 

[0T89] In the following ctainns and clauses any feature 
described as a means for pertorming a function shall be 
construed as encompassing iany means capable of per- 

- forming, the recKed functbn and shall not be- deemed 
limited to the particutar means shown In the foregoing 
description or mere equivalents thereol 
[0190] Having described the emt>Ddiments, aspects; 
features, discoveries and principles of the Invention, the 
manner in which it is constructed and operated and the 

• advantages and useful results attained; the new and 
useful structures, devices, elemerits. arrangements, 
parts, combinations, systems, equipment, operations, 
methods, processes and relationships are set forth In 
the appended independent and dependent claims and 
clauses, wherein it will be understood that features of 
the independent and dependent clauses may be com- 
bined with the Independent and dependent claims as 
appropriate and in combinations other than those ex- 
plicitly set out in the clauses and claims. 

1. Apparatus comprising: 

an automated transaction machine, including: 
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a transaction function device, wherein the 
. transaction function dsvkie is- selectively 
-operative to. carry out a transaction, func- 

-tion;. . . ■ .■ 

a computer, wherein the computer is in op- 
erative connection with the output device, 

■ the input device and the transaction tunc^- 

* tion device;- 



^ software, executable in the. computer,, 
wherein the software includes, a browser, 
wherein the browser Is operative to proc- . 
• .ess. HTML documents including instrucr 
■ tions lhereh.and wherein the transaction - 

function device is operative to carry out the 
• •. transaction function responsive to the 
browser processing a document including 
an instnjction to operate the transaction 
- function device. 

2. The apparatus according to clause 1 wherein the 
transaction functran device includes a sheet dis- 
penser. 

3. The apparatus according to clause 1 wherein the 
transaction function device includes a card reader. 

4: The apparatus according to clause 1 wherein .the 
transactbn tuncttbn device includes a printer .* 

. 5. The apparatus according to clause 1 wherein the 
trsmsaction function devwe includes a depository. 

6. The apparatus according to clause 1 wherein the 
transaction function device includes a keyboard. 

7. The apparatus according to clause 1 wherein the 
software Is operative responsive to an instruction to 
access an HTTP record address, wherein the HTTP 
record address corresponds to an HTTP record in- 
cluding instnjctions for operating the transaction 
function 

8. Apparatus comprising: 

an automated transaction machine including: 



an output device, wherein the output de- so 
vice outputs information, whereby a user is 
enabled to perceive outputs from the out- 
put device; 

an input device, wherein the input device ss 
is operate to receive inputs, whereby a us- 
er is enabled to provide Inputs to the ma- 
chine; 



at I east one type of transaction function de- 
vice, wherein the type transaction function 
devic© is selectively operative to carry out 
a transaction function; 
a computer, wherein the computer is in op- 
erative connection with the transaction 
function device; 

software executable in the computer, 
wherein the software includes a browser, 
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wherein the computer operates the brows- 
er to access an HTML documenrt respon- 
sive to the type ot the transaction tur>ction 
- - ■ device in the madiine. 

■• s 

9. The apparatus according to ciause 8 wherein the 
machine includes a plurality^of-types of transaction 
function devices, and wherein the computer oper- 
ates the browser to access the document by genv • • 
erating an address and wherein at least a portion of io 
the address is indicalive of at ieast.one of the types 

of transaction function devices included in the ma- • 
chine, 

10. The apparatus according to clause 8 wherein 1S 
the type transaction functtan device includes a de- 
pository. • 

11 . The apparatus according to clause 8 and further 
comprising a server, wherein the server is operative 
to deliver at least one document to the browser, 
wherein the document Is delivered responsive to 
th&.PDe.type of transaortion function device in the 
machine. 

12. The apparatus according to clause 11 wherein 
the transaction function device In the machine in- 
cludes a sheet dispenser, and whereir^ the n\achtne 
does not include a depository for carrying out de- 
posit transactions, and wherein the one ddcurrtent so 
delivered by the- server includes no reference to a 
deposit transaction. 

13. The apparatus according to clause 11 wherein 

the transaction function devices in the machine in- 35 
elude a sheet dispenser for carrying out a dispense 
transaction and a depository for carrying out deposit 
transactions, and wherein the one document the 
sender rs operative to deliver to the browser Includes 
a refererwe to both a dispense transaction and a 
deposit transaction. 

14. Apparatus comprising: 

an automated trarTsaction machine including: ^ 

■a plurality of types of transaction function 
devices, wherein each type of transaction 
1 unction device is selectively operative to 
carry out a transaction function; 

at least one output device, wherein an out- 
put device is selectively operative to pro- 
vide user outputs; 

ss 

a computer, wherein the computer is in op- 
erative connection with a memory, the out- 
put device and each of the transaction 



tunctton dfevices. and wherein the memory 
includes device data representative of a 
■ plurality of transaction-function devices in - 
the machine; - v^ *- 

software , executable in- • the computer,^ 
wherein the software includes a browser; 

■•--: ir^Ca server in operative- connection with the 
computer, and a plurality of HTML docu-* 
ments deliverable trough the seTver; ■ " 

. wherein the computer is operative to conrv 
munlcate data representative of the device 
data to the server and wherein the server 
is operative responsive to receipt of the de- 
vice data to deliver at least one HTML doc- 
ument to the browser for processing 
wherein the computer is operative respon- 
sive to the one HTML document to operate 
the output device. 

15. The apparatus according to clause 14 wherein 
the one document includes instructions to operate 
at least one device, and wherein the computer is 
operative responsive to the one document.to oper- 
ate the device. 

16. The apparatus according to clause 1.4 and fur- 
ther comprising server soltware in operative con- 
nection with the server, wherein the server software 
is operative to generate the one document resporv 
sive to the receipt of the data representative of the . 
device data. 

17. A method comprising the steps of: 

providing a plurality of HTML documents, 
wherein each of the documents Is accessible 
through a sen/er, wherein a first document in- 
cludes a first reference, wherein the first refer- 
ence is to a first transaction type carried out by 
a first transaction function device, and wherein 
a second document is accessible through the 
server and includes a second reference, 
wherein the second reference is to a second 
transaction type carried out by a second trans- 
action function device; and 
accessing with a browser operating in a com- 
puter in an automated transaction n^achine, ei- 
ther the first or the second document wherein 
the first document is accessed when the ma- 
chine includes the first transaction function de- 
vice but not the second transaction function de-. 
vice, and wherein the second document is ac- 
cessed when the machine includes both the 
first and the second transaction function devic- 
es. ' 
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18. The method accordrhg to clause 17 wherein the 
accessiag step includes! accessing the first docu- • 
ment at a-first addresff, -or accessing the second 
document at a second address. 

1 a. The method accdrdirig to cla use 1 7 and prior to 
the providing step further conrprising the step ofde- * 
liverlng to the server from the nr\achine device data 
representative of the transaction lunction* devices 
included in the machine, wherein the document ac- io 
cessed in"the accessing step is accessed respon- 
sive to the device data. 

20. A system comprising: 

■ IS 

at least one server; 

a plurality of HTML documents accessible 
through the serve r^ wherein each of the docu- 
ments is accessible at a corresponding docu- 20 
ment address, wherein the documents include 
a first document accessible at a first address, 
the flrst dpcum^t including first tTiater'ial; 

a first transaction machine, wherein the first 2s 
transaction machine is located at a first loca- 
tion, wherein the first material is targeted to us- 
ers of the first transaction machine, wherein the 
•first transaction machine includes a first com- 
puter and a first output device, wherein the first 30 
: output device is In operative connection with 
•the fi rst computer; and 

first software executable in the first conr^uler, 
wherein the first softwai-e includes a fi rst brows- 35 
er, wherein the first browser Is operative to ac- 
cess the first document at the first addresa and 
wherein the first computer is operative respon- 
sive to the first document to output the first ma- 
terial through the first output device. 40 

21 . The system according to clause 20 wherein the 
documents include a second document accessible 
at a second address, the second document includ- 
ing second material, and further comprising: ^ 

a second .transaction machine, wherein the 
second transaction machine is located at a sec- 
ond location, wherein the second materia) is 
targeted to users of the second transaction ma- 
chine, wherein the second transaction machine 
includes a second computer and a second out- 
put device, wherein the second output device 
is in operative connection with the second com- 
puter; and 55 

second software executable in the second 
computer, wherein the second software in- 



cludes a second browser, wherein the second 
browser is operative to access the second doc- 
ument at the second address and wherein the 
computer Is operative responsive to the second 
document to output the second nnaterial 
through the second output device. 

22, The system according to clause 20 wherein the 
first material includes material tn mote than one" hu-* " 
• man language. 

23. The system according to clause 20 wherein the 
first material Includes currency exchange tntorma- • 
tion. 

- 24. The system according to clause 20 wherein the • 
first material includes advertising material 

25. The system according to clause 21 wherein the 
first material includes first advertising material and 
the - second material includes second advertising 
nriaterial. 

26. The system according to clause 20 wherein the 
first transaction machine further includes a first 
sheet disperveer device in operative connection with 
the first computer, eind wherein tiie documents in- 
clude a further document accessible at a further ad- 
dress, wherein the furi:her document includes a dis- 
pense instruction, and wherein the first computer 
operates to cause the first sheet dispenser device 
to dispense a sheet .resporwive to the first-browser- 
accessing the further documem. 

27. The system according to clause 21 wherein the 
first transaction machine includes a first sheet dis- 
penser device in operative connection with the first 
computer, and wherein the second transaction de- 
vice Includes a second sheet dispenser device in 
operative connection with the second computer, 
and wherein the documents include a further docu- 
ment accessible at a further address, wherein the 
further document includes a dispense instmction, 
and wherein the first computer operates to cause 
the first sheet dispenser devbe to dispense a sheet 
responsive to the first browser accessing the further 
document, and wherein the second computer oper- 
ates to cause the second sheet dispenser device is 
operative to dispense a sheet responsive tothe sec- 
ond browser accessing the further document 

28. The system according to clause 20; and further 
comprising a machine data store in the machine, 
wherein the machine data store is in operative con- 
nection with the first computer, and wherein the data 
store includes location data representative 0I the 
first location, and further comprising software in the 
first computer operative to communicate the loca- 
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tbn data to the seiyer and further comprising soft- 
ware In operative connectbn with the server, 
wherein thesoftware is operative responsive to re- 
■ ceipt o1 the location data to cause the server to de- • 
iiver the first document to the first browser. • . 

29. The system according to clause 28 and further 
comprising a server data store in operative con nec- ■ • 
ticm with the server, vvherein the server-data stare 
includes ctocument data, and wherein the server is io - - 
operative to generate the first document responsive 

to the location data and the document data. 

30. A method comprising the steps of: 

IS 

a) providing a plurality ot HTML documents, 
wherein each of the documents is accessible at 
a corresponding address through a server, 
wherein aftrst document includes first' material, 
and wherein a second document ie accessible 20 

•~ and includes second material, the first material 
targeted to.users of a first transaction machine 
iQQatsd.atatleasl one firsl focatba an.d the 
second material targeted to users 0I a second 
transaction machine located at at least one sec- 2s 
end location; - ■ 

b) accessing the first document with a first 
browser in the first transactic^ machine: 

: 30 

c) outputting t\e first .material through a first 
output device in operative connection with the 
first browser on ^e first transaction machine; 

d) accessing the second document with a sec- 35 , 
ond browser in the second transaction ma- 
chine; and 

e) outputting the second nrraterlal through a 
second output device in operative connection 4o 
with the second browser in the second transac- 
tion machine. 

31 . The method according to clause 30 wherein the 
providing step includes providing a further docu- 4S 
ment including a dispense instruction therein, and 
further comprising the steps of:' 

accessing the further document with the first 
transaction machine; and 5o 

dispensing a sheet fronn a first sheet dispenser 
device on the first transaction machine respon- 
sive to the instruction in the further document. 

ss 

32. The method according to clause 30 wherein 
• step (b) comprises accessing the first document at 
a first document address and step (d) comprises ac- 



cessing :the; second document at b second docu- 
ment, .add ress> 

33: The method according to clause 30 and further 
. comprising the steps of providing to server software 
in operative, connection with the server, machine. ' 
data representative of the first transaction machine 
and gen e rating with th e software responsive to th e 
•machine data, the first document, . 

34. Apparatus comprising: 

an automated transaction machine Including: 

a* card reader device, wherein the card 
reader device is operative to read card data 
from cards input by users of the machine; 

a computer in operative connection- with 
the card reader device; and 

software executable in the computer, 
wherein thie software is capsr^stiye tp gen er- 
ate an HTTP address and to operate the 
computer to access the address respon- 
sive to the card data. 

35. The apparatus according to clause 34 and fur- 
ther comprising: 

an HTTP sender in operative connection with a 
data store, . and wherein the HTTP sen/er i& in 
operative connection with the conr^uter, and a 
piurafity ot records in the data store accessible 
• by the server, and wherein responsive to input 
of a card Into the cand reader device the- HTTP 
address generated by the computer corre- 
sponds to a first record, wherein the first record 
includes user information uniquely* correspond- 
ing to the card input by the user. 

36. The apparatus according to clause 35 wherein 
the user information includes infornnation which 
uniquely identifies the user. 

37. The apparatus according to clause 35 wherein 
the user information includes inforn^atbh correr 
spending to bbmetric data of the user. 

38. The apparatus according to clause 35 wherein 
the transaction machine further includes an input 
device, wherein the input device ie operative to ac- 
cept a user input, and wherein the computer is op- 
erative to compare information in the first record to 
the user input to the input device. 

3g. The apparatus according to clause 38 wherein 
the input device includes a keyboard. 
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• 40. The apparatus accorcftng to clause wherein 
the rnput device includes a biometrio reader. 

41. The apparatus-according to clause 38 wherein 
the apparatus further comprises a sheet dispenser 5 
in operative connection with the computer, and 
wherein the sheet dispenser is operative to dis- 

• pense a sheet responsive to the user input to the 
input device corresponding to the user information 

in theflrst document, to 

42. The apparatus according. to clause 34 wherein ■ 
the machine further Includes a plurality of transac- 
tion devices, and a data store, wherein the data 
store includes device data representative of the is 
transaction devices, and wherein the address is . 
generated responsive to the card data and the de- 
vice data. 

43. The apparatus according to clause 34 wherein 
the machine includes a clock device, and wherein 
the address is generated responsive to the card da- 
ta and thfi dock device. 

44. The apparatus according to clause 34 and fur- 
ther comprising an output device in the machcne in 
operative connection with the computer, and where- 
in the software in the computer includes a browser, 
and wherein software In the computer is operative 

. to cause the browser to access a first HTML docu- 3o 
ment responsive to the user irvfomnation in the first 
record. 

45. The apparatus according to clause 44 wherein 

the inforn^tion in the first record includes data rep- 35 
resentatlvs ot customer preference data, and 
wherein the first document is accessed responsivo 
to the customer preference data. 

46. Apparatus conop rising: ^ 

an. automated transaction machine including: 

a biomelric input device, wherein the bto- 
metrc input device is operative to receive 45 
a biometric Input from a user ot the ma- 
• chine; 

a computer in operative connection with 
the bion^tric input device; and so 

software executable in the computer, 
wherein the software is operative to gener- 
.ate an HTTP address and to access the ad- 
dress with the computer responsive to the 55 
input 

47. The apparatus according to clause 46 wherein 



the software in. the computer includes. a browser. 
and further comprising: 

...a sheet'dispenser^ operative connection with ' 
the computer; and . 

a server in operative connection with the brows- 
er, and a first HTML document accessible " * 

• through the seFver,^wt^fein the first document . - 

Is accessible at the address, and wherein the '~ 
first document includes user in1ormatk>n, and 
wherein the sheet dispenser is op>erative to dis- 
pense a sheet responsive to the input con*©- : 
sponding to the user information in the first doc- 
• ument. 

48. The apparatus according to clause 46 and fur- 
ther comprising: 

a sheet dispenser in operative connection with 

the conputer; 

and 

an HTTP server in operative connection with 
the computer, a first record accessble through 
the server, and wherein the first record includes 
user infonnrtation. and whereai the sheet dis-^ 
- penser is operative to.dtspense a sheetrespon- 
sive to the input corresponding to user informa- 
tion in the ftrst record. 

49. A method comprising tiie steps of: - 

a) reading indicia associated with a'user.wrth 
reading device in an automated transaction 
machine 

b) responsive to the Indicia read instep (a) gen- 
erating an HTTP address with a computer in the 
machine 

c) accessing user data corresponding to the 
read indicia from an HTTP record correspond- 
ing to the address 

50. The method according to clause 4&and further 
comprising the steps of: • . "* 

' d) inputting a user input through an Input device 
on the machine; 

e) comparing data representative of the user in- 
put and the user data accessed in step (c) for 
correspondence; and 

t) operating a transaction function device on the 
machine responsive to determining in step (e) 
correspondence between the user input and 
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user data ... 

51 . The method according to clause 49 wherein the 
user data accessed in step (c) includes user pref- 
erence data representative of at -least .one prefer- 5 
ence of the user, and further comprising the step of: 

. d) accessing at least one of a plurality of HTML , , . 
documents- vrith a browser operating in the 
computer, wherein the one document is selec- to 
tively accessed responsive to the -user prefer-' ^ 
ence data. 

52. The method according to clause 49 wherein the 
user data accessed in step (c) includes user affilia- 
ton data representative of at least one affiliation of 
the user, gind further comprising the step of: 

d) accessing at least one of a plurality of HTML 
documents with a browser operating in the 20 
.computer, wherein the one document is seiec- 
tivety accessed responsive to the affiliation da- 
ta 

53. The method according to clause 49 and further 2s 
comprising the step of: 

d) generating an HTML document responsive 
to the user data 

30 

54. Apparatus comprising: 

an autonnated transactbn machine tncludtng: 

an output device; 3$ 
a sheet dispenser, 

a computer in operative connection with 
the output device and the sheet dispenser, ^0 
and 

software executable in the computer, 
wherein the software includes a browser, 
and wherein during operation ot the sheet 4S 
dispenser the software Is operative to pro- 
vide an output through the output device 
responsive to a first HTML document ac- 
cessed by the browser. 

so 

55. The apparatus according to clause 54 wherein 
the first document includes instnictions which are 
operative when processed by the browser to pro- 
vide the output through the output device, and to 
cause the computer to operate the sheet dispenser ^5 
to dispense ot a sheet. 

56. The apparatus according to clauqe 54 and fur- 



ther connprising: 

at least one server; 

a plurality of HTML documents accessible ■ 
• • through the server, wherein the first document 
is accessible through the server, and 

wherein the browser is operative to access the: - 
• first document through the server. 

- 57. The apparatus according to clause-56 wherein 
.the documents accesstole through the at least one 
server ir^^tudes a dispense document including a 
dispense instruction, and wherein the' computer is 
operative responsive to processing the dispense 
. document with the browser to operate the sheet dis- 
penser responsive to the dispense instruction, and 
wherein the machine is operative to access the first 
document with the browser responsive to the dis- 
pense instruction. ■ - 

58. The aepgiratus.asGQrding tQ Qiause 57 wherein 
the machine comprises at least one addilbnal 
transaction function device; and wherein the plural- - 
ity of documents acce&stbie through the at least one 
. sender includes an additional device document, 
wherein the additional device document includes an . 
additional device instruction, and wherein the plu- 
rality of documents further includes a second doc- 
ument, and wherein the computer is operative re- 
sponsive to processing the additional device docu- 
ment with the browser to operate the ackiitbnal 
transaction function device responsive to the addi- 
tional device instruction, and wherein the computer 
is operative to access the second document with 
the browser responsive to the addttbnal device 
document 

59. The apparatus according to clause 57 wherein 
the dispense document includes a first document 
access instruction, and wherein the browser proc- 
esses the first document responsive to the first doc- 
ument access instruction. 

60. A method comprising the steps of: 

accessing a transaction device operation doc- 
ument with a browser in an automated transac- 
tion machine, the transaction device operation 
document including at least one transaction de- 
vice instruction; 

operating a transaction device In the machhe 
responsive to processing the transaction de- 
vice operation document w'rth the browser, and 

outputting with an output device on the machine 
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an output responsive to processing the trans- 
action device operation document with the 
browser. 

61. The method according to clause 60 and further 5 ■ 
comprising the step of: 

accessing a first document with the browser re- 
sponsive to processing-ihe transaction device 
operation document accessed in the accessing 
step, wherein in' the oulputting step the output 
is generated responsive to processing the first 
document by the browser. 

62, The method according to clause 61 wherein the '5 
transaction machine includes a first transaction 
lunction device and a second transaction function 
device, and wherein a transaction device operation 
document is operative to cause the operalton of the 
first transacttor function device in the operating 20 
step, and further comprising the steps 0I: • 

further accessing a f ujther transactlpr! nnachin© 
operation document with the browser; . 

ss 

further operating the second transaction func- 
Won device in the machine responsive to ac- 
cessing the further transaction machine docu- 
ment vwth the browser; 

■ 30 
further access'ng a secorKi document with the 
browser responsive to receipt of flie further 
transaction machine operation documerTt^ and 

further outputting a further output with the out- 3S 
put device of the machine responsive to 
processing the second document with the 
browser. 

63. The method according to clau se 60 wherein the ^ 
output includes a promotional message. 

54. The method according to clause 62 wherein frie 
output includes a first promotional message and the 
further output includes a second promotional mes- 
sage. 

65. The method according to clause 61 and prior to 
the accessing step further comprising the steps of: 

so 

inputting user data corresponding to a first user 
into an input device of the automated transac- 
tion machine; 

and prior to the step of accessing the first doc- ss 
ument, further comprising the step of determin- 
ing an address of a first document to access 
responsive to the user data input in the 'input- 



ting step. 

66. A method comprising the steps of: 

a) executing a series of transaction steps with 
• an automated transaction machine wherein be- 
tween at ieast two of consecutive transaction 
steps a device in the machine operates; 

b) accessing an HTML document with a brows- • 
er in the machine; ■ " ■ 

c) providing an output through an output device 
on the machine responsive to the HTML docu- 
ment while the device operates. 

67. The method according to clause 66 wherein 
step (a) includes a transaction step including a re- 
quest to dispense at least one sheeL wherein a 
sheet dispenser device operates responsive to the 
transaction step, and -wherein output in step (c) is 
provided during at least a portion of the lime the 
sheet dispenser device operates. 

68. A method comprising the steps of: 

(a) providing a plurality of HTTP recordsacces- 
sible through an HTTP server, wherein at least 
-one record includes data corresponding to-op- 
etating data, wherein the operating data is op- 
erative to control operatbn of an automated 
transaction machine; • 

(b) accessing the one record data through the 
server with a computer tn an autorrvated trans- 
action machine; and 

(c) loading data corresponding to the operating 
• data in a memory of the machine. 

69. The method according to clause 68 wherein in 
step (a) a plurality 0I KTf^flL documents are provided 
which are accessible through the server, and 
wherein the piurafity of records include the plurality 
of docurrients, and wherein step (b) comprises ac- 
cessing a document with a browser operating in a 
computer of the autorr^ted banking machine.- 

70. The methodaccording to clause 69 wherein the 
document includes instructions, wherein in step (c) 
the operating data is loaded in memory responsive 
to the instructions in the document. 

71 . The method according to clause 68 and prior to 
step (c) f urther comprising the step of providing to 
the server data representative of an Identity of the 
machine, where in the record data accessed in step 
(b) is accessed responsive to the identity data. 



33 



63 



EP 0 961 250 A2 



64 



72. The method according 1o cfeuse 68 wherein ' 
step (a) comprises providing a plurality off records 
in a data store in operative connection with the se n/- 
er, wherein the records include operating data, 
wlierein the operating data includes applets. ' • ; 

73. The method according to clause 68 wherein 
step (a) comprises providing a plurality of records 
inadatastoreinoperativecbnnection withtheserv- . 
er, wherein the records Include operating data, io 
wherein the operating data includes inslaictions ex- 
ecutable by a computer to access applets. 

74. A system comprising: * • • 

IS- 

an HTTP server, and a plurality records acces- 
sible through the sender, at least one of the 
records including transaction machine operat- 
ing data therein; 

20 

an automated transaction machine, the trans- 
action machine including a computer, the com- 
piler irvsiudirig a cieaKity; arid • • 

software executable in the computer, wherein 
the- sottware is operative to access the on© 
record^ and to store data corresponding to the 
machine operating data in the memory of the - 
machine. 

30 

75. The system according to clause 74 wherein the 
transaction nfiachine further comprises at least one 
transaction function device in operative connection 
with the computer, and wherein the transaction 
f unciion device is changeable from a first condition 35 
to a second condition, and lurther comprising a sec- 
ond record accessible through the HTTP server, 
wherein the second record includes further ma- 
chine operating data and wherein the software ex- 
ecutable in the computer is further operative to ac- 4o 
cess the second record and to store data corre- 
sponding to the further machine operating data In 
the memory responsive to a change in condition of 
the transaction function device. 

45 

76. The system according to clause 74 wherein the 
machine operating data includes an applet. 

77. The system according to clause 74 wherein the 
machine operating data includes an instruction, and so 
wherein the computer is operative responsive to op- 
erating data corresponding to the instruction in 
memory to access an applet from the HTTP server. 

78. The system according to clause 74 and further ss 
comprising a data store in operative connection with 

the HTTP server, wherein the plurality of records 
are stored in the data store, and wherein the HTTP 



sen/er includes a database server. - * 

79: The system according to clause 74 wherein the * 
automated transaction machine includes a plurality 
ot triansactton devices, arid wherein the software 
" exectitable In the compuleir in'ci tides a browser, and ' 
whefein the memory includes at least bne docu- . 
ment address, wherein the document-address cor- 
responds to at least one of the transaction device^'' * 
in the machine, and further cdmprising a plurality of 
documents accessible -through the HTTP server, 
wherein at least one document corresponding to the 
dbcumeht address includes the operating data, and 
' wherein the computer is operative to access tirje one 
document corresponding to the document address 
with the browser and to store data corresponding to 
the machine operating data in the accessed docu- 
ment in the memory of the nr^achine. 

80. The system according to clause 75 wherein the 
transaction devbes include a sheet dispenser, and 
wherein a second ot the documents accessible 
through Jha HTTP aarYer.inckid9a tranaaction ma- 
chine operating instructions to operate the sheet 

• dispenser, wherein the software Is furtheroperative 
to access the second documerrt with the browser 
and opeiBtesthe sheet dispenser in response to the 
transaction rhachine operating instructions.- 

81 . The system according to clause 74 and further 
comprising a network in operatiyely connecting tre 
computer and the HTTP server, wherein the conv 
puter is operative to access the one record through- 
the network. 

B2. The system according to clause 74 wherein the 
machine operating data includes Active-X code. 

83. The system according to clause 74 wherein the 
machine operating data includes JAVA(S) code. 

84. Apparatus comprfeing: 

• an automated transaction machine including: . 

. a sheet dispenser; 

a computer in operative connection with 
the sheet dispenser, the computer in oper- 
ative connection with a memory; 

software executable in the computer, the 
software including a browser, wherein the 
software is operativs to cause the compu- 
ter to access at least one HTML document 
address with the browser, wherein the doc- 
ument includes at least one document in- 
struction therein, and wherein the software 



IS- 



34 



65 



EP0 961 250 A2 



66 



is operative to cause the computer respon- 
s*we to the documer^t instruction to access 
- a dispense instruction at at least one HTTP 
adcjress, wherein the computer responsive 
to the dispense instruction, causes the ^ 
sheet dispenser to operate to dispense 
sheets. 

85. The apparatus according to clause 84 wherein 
the software is operative to cause the computec to . 
access the HTTP address thro,ugh the browser. . 

86. The apparatus according to clause 84 and fur- 
ther compnsins a server, wherein an applet is ac- 
cessible through the server at the one HTTP ad-. ?5 
dress, and wherein the dispense instmctions.are 
delivered from the server to the computen 

87. The apparatus according to ciause 86 wherein 

the dispense instructions include a JAVA applet. 20 

88. The apparatus according to clause 86 wherein 
the dispense instaictions include an Acttve-X™file. 

89. The apparatus according to clause 84 wherein 
the memory includes signature data and wherein ■ 

• the dispense instructions include data correspond- 
ing to a signature, and wherein the software is op- 
erative to cause the computer .to compare the sig- 
nature-data and the signature, and wherein the 30 

0 computer operates the sheet dispenser respon^ve 
to the signature data and signature having a prede- 
termined relationship. . - 

90. The apparatus according to clause 84 wherein ss 
the memory includes address data, wherein the 
software b operative to limit access through the 
browser responsive lo the address data. 

91 . Apparatus comprising: ^ 
an automated transaction machine including: 

a transaction lundion device; 

45 

a computer in operative connection with 
the sheet dispense r, the computer in oper- 
ative connection with a memory; 

software executable In the computer, the so 
software indudhg a browser, wherein the 
software is operative to cause the compu- 
ter to access at least one HTML document 
address with the browser, wherein the doc- 
ument includes at least one document in- ss 
stnjctfon therein, and wherein the software 
is operative to cause the computer respon- 
sive to the document instruction to access 



a device instruction at at least one HTTP 
address, wherein the computer responsive, 
to the device instruction causes the trans- 
action function device to- operate. 

92. A method comprising the steps of: 

(a) operating a browser in a computer in an au- • 
tomated irauisaction machine to access -an 
HTML document- includbg at least one trans-. . 
action device docunnent instruction therein; 

(b) operating the connputer xiesponsive to. the. 
document instruction to access a device oper- 
ation instruction at at least one HTTP address; 

and ■ . 

(c) operating the transaction device in the ma- 
chine responsive to the transaction device op- 
eration instruction. 

93. The method according to clause 92 and further 
comprising .the slops of: - 

storing in a memory in operative connection 
with the computer, signature data; 

. -comparing a signature included with the device 
opera^on instruction to the signatupe data for a 
predetermined relationship; 

wherein step (c) Is performed responsive to the; 
- signature and signature data having Xt\e prede- 
termined relationship. 

- 94. The method according to clause 92 wherein In 
step (b) the computer accesses the one HTTP ad- 
dress through the browser. 

95. The method according to clause 92 wherein in 
step (a) the document instruction includes a pointer 
to the HTTP address. 

96. The method according to clause 92 wherein the 
device operatbn instruction includes a JAVA® ap- 
plet. 

97. The methtid according to clause 92 wherein the 
device operation instruction includes an Active-X™ 
file. 

98. Apparatus comprising: 

an automated transaction machine including: 

a computer, the computer in operative connec- 
tion with a memory; 
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ein input device in operative connection wrth the 

* computer, wherein the input device Is operative 
to accept user inputs; 

a sheet dispenser in operative connect ion with 5 
the computer, wherein the sheet dispenser is 
operative to dispense sheets; 

sottwere executable in the' computer, \wherein 
the software includes a first oisject operativ'e to' ^o 
controJ the input device, and a second object 
which is operative to control the sheet dispens- 
er; wherein the computer Is operative to access 
' at least one HTTP address, wherebi transac- - 

* tion device instructions are accessible at the 'iS 
address, and wherein the tirsl object operates 
the input device and the second object oper- 
ates the sheet dispenser responsive to the in- 
structions, and wherein the software-further in- 
cludes a transaction data object, wherein the 20 
transaction data object is in operative connec- 
tion with the first object and second object and 

is operative to store therein data representative 
of both user inputs to the input:device and the 
dispense of sheets by the dispenser. 2S 

99. The apparatus, according to clause 9a wherein 
the software includes a browser and v^herein the 
computer operative to access the address 
through the browser. 30 

100. The apparatus according to clause 99 wherein • • 
at teasi one Iran^ci'ton device instruction is includ- 
ed in an HTML document. 

35 . 

101. The apparatus accordlngto clause 98 wherein 
the input device includes a card reader, an d wherein 
the transaction data object includes data represent- 
ative of card data read by the card reader. 

40 

102. The apparatus according to clause 98 wherein 
the software further includes a third object in oper- 
ative connection with the transaction data object, 
and wherein the third object is operative to access 

the data in the transaction data object. *5 

103. the apparatus according to clause 1 02 where- 
in the machine further includes a printer, and where- 
in the third program is operative to control the print- 
er, and wherein the third object Is operative tocause ^0 
the printer to print data corresponding to data stored 

in the transaction data object. ■ 

104. The apparatus according to claim 98 and fur- 
ther comprising at least one HTTP sen/er. wherein 55 
the HTTP address corresponds to the sender, 
wherein a plurality of transc^ction device instructions 
are accessible through the server, wherein first in- 



structions' are accessible at a first^ddress'and sec- 
ond instructions are accessible at a second address 
and whereinthecomputerjs operative to access the - 
first instructions at tie first address anb the first ob- 

• ject is operative to control the input device respor>- • 
sive to the first instructions, and wherein the com- 
puter is operative to access the second instructions. . 

at the second address and the second objectris op- • 
erative to contrb1Die%Ke et dispenser responsive to 
the second instructions. 

1 05. The apparatus according to clause 1 04 where- 
in the software further comprises a browser, and „ 
wherein the computer is operative to access the first 
and second instructions through the browser. 

106. The apparatus according to clause 98 and tur- 

• ther comprising a back office processing system in 
operativeconnectiOT with the computer, and where- 
in the eoftware Is operative to communicate at least 
a portion of the data stored in the trarisaction data 
object to the back office processing system. 

1 07. The apparatus according to clause 9B wherein 
the transaction device instructions include an ap- 
plet. 

108. A method comprising the steps of: 

(a) operating a first device n an automated: 
transaction machine responsive to first- device 
ope rating instructions accessed by a computer 
in the nnachine at a first HTTP address; 

(b) generating first data with the first device, re- 
sponsive to operation of the first device; and 

(c) storing the first data in a transaction data 
object in a memory in operative connectk>n with 
tie computer. 

109. The method according to clause 108 wherein 
the first device is a sheet dispenser and the first data 
is representative of a dispense of at least one sheet 
by the sheet dispenser. 

11 0. The method according to cteuse 108 and fur- 
ther comprising the steps of: 

(d) operating a second device in the machine 
responsive to second device operating instruc- 
tions accessed by the computer at a second 
HTTP address; 

(e) generating second data with the second de- 
vice, responsive to operatbn of the second de- 
vice; and 
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(f ) storing the second data in the transaction da- 
ta object. 

111. Tlie method according to clause 110 wherein 
■the first device includes a card reader and ihe sec- ; £ 
end device includes a keyboard, and wlnerein llie 
first data includes data representative o1 card data 
read from a card and the second data includes data 
representative of an input to the keyboard. - - 

• to 

112. The method according to clause 100 and-fur- 
ther comprising the steps of :- 



• (d) accessing the data included in the transac- 
tion data object with a software object operative 
in the computer, and ■ 



IS 



(e) controlling a second device In the machine 
with the computer responsive to the object and 
the data tn the transaction data object 

113. The method according to clause 112 wherein • 
in step (a).tha sacond davica includes a printar. arid 
wherein in step (e) the printer © operative to print 
indicia corresponding to data in the transaction data 
object 

' 11 4. The method according toxlause 108 wherein 
the computer includes a browser and wherein step 
(a) comprises accessing the first address with the 30 
browser. - 

11 5. A method comprising the steps of. 

(a) accepting identifying data from a user of an 35 
autonwted banking machine; 

(b) storing data corresponding to the identifying 
data in a transaction data object in software op- 
erating in a first computer in operative connec- 
tion wiUi the machine; 



(d) conducting a second transaction responsive 
to a user input to the machine, wherein con- 
ducting the second transaction includes ac- 
cessing the data in the transaction data object 

118. The method according to clause 115 and furr ' 
ther comprising the step o1: 

(d) accounting f orthe firsttransaclion fay the us- 
er, including passing the transaction data ob-' 
ject from the first computer. 

119. The method according to clause 115 and fur- 
ther conoprising the step of: 

(d) producing a printed record con-esponding to 
the first transaction with the machine, Including 
accessing the data in the transaction data ob- 
ject and producing indicia in the printed record 
corresponding to at least a portion of the data 
stored in the transaction data object 

1 20. Apparatus comprising: 

an ATM host, wherein the ATM host is operative 
to send and receive ATM transactbn messag- 
es; and 

an HTTP, server in operative connection with a ■ 
. database, wherein the database includes'con- 
version data, wherein the server includes send- 
er software operative responsive to an ATM 
transaction message sent by the ATM host ancT 
the conversion data, to generate at least one 
data object inctuding transaction data. 

.121. The apparatus according to clause 120 and 
further comprising: 

a transaction function device operative to carry 
out a transaction function; and 



(c) conducting a first transaction responsive to 
a user input to the machine, wherein conduct- 
ing the first transaction includes accessing the 45 
data in the transaction data object 

116. The method according to clause 115 wherein 
step (c) includes operating a first transaction tune- 
ton device in the machine, and further comprising so 
the step of: 

(d) storing data corresponding to operation of 
the transaction function device in the transac- 
tion data object. -^s 

117, The method according to clause 115 and fur- 
ther comprising the step of: 



a computer in operative connection with the 
transaction function device, and device soft- 
ware executable in the computer, wherein the 
computer is operative responsive to the device 
software to access the data object and to oper- ' 
ate the transaction function device responsive 
to the transaction data in the data object 

1 22. The ajpparatus according to clause 1 21 where- 
in the transaction function device includes a sheet 
dispenser. 

123. The apparatus according to clause 120 where- 
in the sen/er software is operative to pass the data 
object from the server to the computer by remote 
method invocation (RMI). 
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124. The apparatus .according to clause .120 and 
further comprising: 

a transaction function device operative to carry 
out a transaction function; and 

a connputer in operative connection with the 
transaction functton device, and device soft- 
ware executable in the computer, wherein the 
device software includes the data object, and 
wherein the computer is -operative responsive 
to operation of the transaction function device 
to include in the data object n^odified transac- 
tion data, and wherein the computer is opera- 
tive responsive to the device software to deliver " f s 
the data object including the nrKxiified transac- 
tion data, to the server. 

125. The apparatus accordingto clause 124 where- 
in the server software is operative responsive to re- 20 
ceipt.of the data object including the modified trans- 
action data and the conversion data, to cause the 
server to generate a further transaction message to 
the ATM host 

126. Apparatus comprising: 

an automated transaction machine, wherein 
the machine includes a customer input device 
and a sheet dispenser, the machine further in- ^ 
eluding a computer in operative connection with 
the customer input device and the sheet dis- 
penser, Uie computer further including machine 
software executable therein; 

3S 

an HTTP server in operative connection with 
the computer, wherein the serve r includes send- 
er software, and wherein responsive to the 
sen/er software the sen/er Is operative to re- 
ceive and transmit HTTP messages, and fur- ^ 
ther comprising a data store irkcluding conver- 
sion data in operative connection with the serv- 
er; 



transaction data in th.e file... . . , . 

1 27. The apparatus according to clause 1 26 where- 
in the. HTTP transferable file comprises a data ob- 
ject, and wherein the server and computer are op- 
. erative to pass the data object to the computer in 
the transaction tnachine. 

-: 128. The apparatus according to clause 126 where- 
in the machine software Is operative, responsive to 

. operation of the sheet dispervser to include modified 
transaction data in the data object. 

1 29. The apparatus according to clause 1 28 where- 
in the machine software Is further operative lb pass 
the data object Including the modified transaction 
data to the sender, and wherein the server software 
is operative responsive to the receipt of the data ob- 
ject including the modified transacttai data to cause 
the server to send a further transaction message to 
the host 

1 30. The apparatus according to clause 1 29 where- 
in the transaction message and further transaction 
message include 91x ATN/I transaction messages. 

1 31 ; A method comprising the steps of: 

(a) generating an. ATM transaction message 
with an ATM host; and , 

(b) generating with a server responsive to the ■ 
ATM transaction message, at least one -HTTP 
transferable file including transaction data 
therein, wherein at least a portion of the trans- 
action data corresponds to the ATM transaction 
message. 

1 32. The method according to clause 1 31 and fur- 
ther corrprising the steps of: 

(c) receiving the HTTP transferable file vyrtth a 
computer in an ATM; and 
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a host, wherein the host is in operative connec- 
lion with the sender and Is operative to send and 
receive non-HTTP transactbn messages to the 
server, 

wherein the sen/er software operates the HTTP 
server responsive to receipt of a transaction 
message from the host and the conversion da- 
ta, to generate at least one HTTP transferable 
file including transaction data therein, wherein 
the computer is operative responsive to the ma- ss 
chine software therein to access the file and to 
operate at least or\e of the customer input de- 
vice and the sheet dispenser, responsive to the 



(d) operating at least one transaction function 
device in ^e ATM responsive to the transaction . 
data in the file. 

133. The method according to clause 132, and 
wherein in step (b) the file includes a data object, 
and step (c) includes passing the data object from 
the server to the computer. 

134. The method according to clause 133 and fur- 
ther conripfising the steps of: 

(e) modifying the transaction data in the data 
object responsive to operation! of the transac- 
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tipn-tunctlon device; 

. (f ) passing the data object including the modi- 
tied transaction data trom- th e- computer to the 
. .. server; 

(g) generating a further ATM transaction mes- 
sage to the ATM host wherein the further mes- 
sage includes at least a portion-corresponding 
tothe modified transaction data. 

135. Apparatus compriBtng: 

an autormted transaction machine including at 
least one ComputerLand a display and at teast - 
one transaction tunclion device in operative, 
connection with the computer, the connputer in- 
cluding software executable therein, the soft- 
ware including a browser, 

a host, wherein the host is in operative connec- 
tion with ths computer, wherein the host is op- 
erative to s end a first message to the computer, 
and wherein the computer is operative respon- 
sive to the first message to operate the trans- 
action function device; 

a server, and at least one first HTML document 
accessibte through the server, wherein the 
computer is operative to access the first docu- 
ment with the browser and to control the display 
responsive to the first document. 

1 36. The apparatus according to clause 1 35 where- . 

in the transaction function device includes a sheet 3S 
dispenser. 

1 37. The apparatus according to clause 135 where- 
in a plurality of documents are accessible through 

the sen/er. and wherein the computer is selectively ^ 
operative to access documents with the browser re- 
sponsive to operation of the transaction function de- 
vice. 

138. The apparatus according to clause 135 where- 
in the server communicates with the browser 

• through HTTP messages, and wherein the host 
communicates with the computer through non-HT- 
TP messages. 

so 

1 39. A method comprising in any order, the steps of: 



browser in the machine responsive to operation 
of the trarksaction function device; and 

(c) controlling an output device on the automat- 
ed transactton rmchlne responsive to first \r\r . 

' structions included in the first HTML document 
- accessed with the browser. 

140. The method according to clause 139 and fur^ . 
ther comprising the steps of: ■ 

(d) operating a second transaction function de- 
vice on the machine responsive to operation of 
. the first transaction function device; 

(e) accessing a second HTML document in- 
cluding second instmctions with the browser. - 
responsive to operation of the second transac- 
tion function device; and 

(f) controlling the output device responsive to 
the instructions included in the second HTML • 
docunr^ent 

141. The method according to clause 139 wherein 
the transaction function device includes a sheet dis- . 
penser, and wherein step (a) includes dispensing at 
least one ehreet. 

'1-42. Apparatus comprising: 

. ah automated transaction-machine including at 
leasA one transaction function device, a server 
in operative connection with the transaction - 
function device, at least one HTML document 
accessible through the server, wherein act least- 
one first document includes indicia correspond- 
ing to a status ot the transaction function de- 
vice. 

1 43. The apparatus according to clause 1 42 where- 
in the transaction funclbn device is operative re- 
sponsive to an HTTP message received by frie 
server. 

1 44. The apparatus according to clause 1 42 where- 
in the status is representative of a fault in the trans- 
action function device. 

. 1 45. The apparatus according to clause 1 42 where- 
in the machine Includes a plurality of transaction 
function devices, and wherein the HTML document 
accessiblethrough the server include indicia corre- 
sponding to a status of each of a plurality of trans- 
action function devices. 

1 46. The apparatus according to clause 1 42 where- 
. in the machine is an ATM. 

147. The apparatus according to clause 142 and 



(a) operating at least one transaction function 
device on an automated transaction machine 

in response to a transaction message received ss 
trom a host; 

(b) accessing a first HTML document with a 



TO . 



..IS 



20 



25 



39 



75 



EP 0 961 250 A2 



76 



further comprising a portable terminal, wherein the • 
portable terminal tndudes a browser, wherein the 
terminal i3 operative to access documents through 
the server. 

148. A method comprising: 

operating a transaction function device in an - 
automated transaction. mactiine. the transac- 
tion function device having an associated sta- Lo - 
tus', and 

generating at least one first HTML document in- 
cluding first instructions corresponding to the 
status ot the transaction function device. ■ 

149. The method according to clause 148 and fur- 
ther comprising the step cA accessing Ihe first doc- 
ument with a terminal including a browser. 

150. The method according to clause 149 wtterein 
the accessing step includes accessing- the first doc- 
ument with a portable terminal adjacent to tlie au- 
tomated transaction machine. • 

151 . The nwthod according to clause 1 49 wherein 
the accessing step includes accesshg the first doc- 
ument through a network with a temninal located re- 
motely from the automated transaction machine. 

30 , 

1 52. The method according to clause 1 48 and fur- 
ther comprising the steps ct 

receiving a second HTNAL document with the 
machine, the second document including sec- 35 
ond Instructions; and 

operating the transaction function device re- 
sponsive to the second instructions. 

40 

153. Apparatus comprising: 

an automaled trar^saction machine including a 
plurality of transaction function devices, where- 
in each of the transaction function devices has 45 
an associated status, wherein the status is in- 
dicative of an operative condition ot the trans-* 
action function device; 

a transaction machine computer in operative so 
connection with the transaction function devic- 
es, and further comprising machine software 
executable in the computer, wherein the soft- 
ware is operative to cause the computerlo gen- 
erate at least one HTTP record including indicia ss 
representative ot the status of at least one 
transaction function defvfce, and wherein the 
software further includes a server, wherein the 



' first. HTTP record Is. accessible through the 
server. 

1 54. The apparatus according to Clause -1 53 where- 
in the HTTP record comprises an HTML document 

1 55. The apparatus according to clause 1 53 where- 
in the HTTP record comprises a data object. 

156. The apparatus according to clause 155 and 
further comprising a terminal computer outside the 
automated transaction machine, a communications 
connection operatively connecting the transaction 
machine computer and the terminal computer, and 
further comprising terminal software in the terminal 
computer, wherein the terminal software and the 
machine software are operative tp transfer the data 
object trom ti^e transaction machine to the terminal 
computer. 

157. A method comprising the steps ot: 

(a) checking to determine whether a document 
address is operative to enable transferring at 

- • least one HTTP record corresponding to the ad- 
dress, with a computer operating in an automat- 
. ed banlcing machine; and > . 

(b) responsive to determining with the compu-. 
ter program in step (a) that the address is op- \ 
erative, transferring the one HTTP record to the- 

. corhputer operathg in the automated banking^ 
machine. 

158. The method according to clause 157 wherein " 
in step (a) the HTTP record includes an HTML doc- 
ument and wherein step (b) includes accessing the 
HTML document with a browser operative in the 
computer of the automated banking machine. 

159. The method according to clause 157 wherein 
responsive to determining In step (a) that the ad- 
dress Is not operative, step (b) is not executed, and 
further comprising the step of: 

(c) re$ponsive to determining in step (a) that the 
address is not operattva. transferring at least 
one altemative HTTP record to the computer 
from an altemative address. 

160. The method according to clause 159 and prior 
to the step (c) further comprising the step of: 

(d) checking to determine whether the altema- 
tive address is operative to enable transferring 
the at least one altemative HTTP record with 
the computer oporatng in the machine, where- 
in step (c) is executed responsive to detemnin- 



40 



77 



EP 0 961 2m A2 



78 



ing that the alternative address is operative. 

161 . The methcxJ according to clause 59 wherein 
the connputer in the banking nnachine is in operative 
connection wth a memory, and wherein the alter- s 
native address corresponds to address data stored 
in the memoiy, and prior to step (c) further conripris- 
ing the step of accessing with the computer the ad" . 
dress data stored in the memory, and using the ad- 
dress data to determine the ' alternative address . 70. 
used in step (c). - 



162. The method according to clause 1 59. and prior 
to step (c) further comprising the steps of: 



15 



(d) responsive to detemnining with the compu- 
ter in step (a) that the address is not operative, 
accessing a further HTTP record with the com- 
puter, wherein the further HTTP record includes ■ 
address data; and ^ 

(e) determining with the computer the afterna- 
tivQ address from the address data in the further 
HTTP record. 

2S 

163. The method according to clause 157 wherein 
the automated banldng madiine includes a sheet 
dispenser, and wherein the one HTTP record in- 
cludes a dispense instruction, and further compris- . 
ing the step of:. . . ^. 

{c) dispensing at least one sheet with the sheet 
dispenser responsive to the dispense instruc- 
tion in the one HTTP record accessed in step 

(b). 35 

164. The method according to clause 157 wherein 
the automated banking machine includes a trans- 
action function device, and wherein the one HTTP 
record includes a device instruction, and further • 
comprising the step of: 

(c) operating the transaction function device re- 
sponsive to the device instruction in the one 
HTTP racorcl accessed in step (b), 

155. The method according to clause 164 and 
wherein the one HTTP record includes data con-e- 
sponding to a signature, and wherein the computer 
is in operative connection with a memory, wherein . so 
the memory includes signature data corresponding 
to at least one signature, and prior to step (c) further 
comprising the step ot 

(d) comparing the signature in the one HTTP 55 
record and the signature data in the memory 
vrith the computer, and executing step (c) re- 
sponsive to the signature in the one HTTP 



. • record having a predetemriined relationship to 
the signature data stored in memory. 

166.- The method accordin g. to clause .1 57 whefeln^ 
step (a) includes making -a socket , cqnneclion with 
a remote sewen 

157. -Connputer software .operating an. automated- . 
banking nriachin&inaccxirdance with the method re- 
cited in clause 157. 

168. The method according to clause 157 and prior 
to completion of step <b) further comprising the step 

oft ■ . 

(c) determining a transfer. speed at which the 
one HTTP record is transferable to the compu- 

. ■ ter. 

169. The method according to clause 168 and fur- 
ther comprising the steps of: 

(d) comparing data corresporiding totha trans- 
fer to data representative of a speed value 
stored in memory with the computer, and 

(e) responsive to the results of the comparison 
in step (d), transferring at least one alternative 
HTTP record to the.computer from an altema- 

. live address, 

170. Apparatus comprising: 

an automated banking machine including: 

at ieast one transaction function device; • 

a computer in operative connection with 
the transaction function devkie; 

software executable in the conriputer. 
wherein the software Is operative to trans- 
fer at least one HTTP record at a document 
address to the computer, and wherein the 
one record includes at least one device in- 
struction, wherein the computer operates . 
the transaction function device responsive 
to the device Instruction included in the one 
record, and wherein the software further in- 
cludes a program, wherein prbr to trans- 
ferring the one HTTP record the program 
is operative to cause the computer to de- 
termine if the record address is operative 
to enable accessing the one record, and 
wherein the' computer operates to transfer 
the one HTTP record responsive to the pro- 
gram determining thai the address is oper- 
ative. 
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171. The apparatus accordingto clause 17O where- 
in the software in the computer includes a browser, 
and wherein the one HTTP record includes an . 
HTML docurner^t, and wherein . the computer oper- 
ates to transfer the HTML document by accessing ^ 
the document with the browser. 

172: The apparatus according to clause 170^ 
. whereiRthe computer is operative responsive to the 
program determining that the address is not opera- - 10 
tive to determine an alternative record address, and 
further comprising at least one alternative HTTP 
record including device instructtons Is accessible at 
the attemative address, and wherein the computer 
is operative to access the alternative HTTP record, is 

173. The apparatus according to clause 172 where- 
in the program is further operative prior to the com- . 
puter accessing the aUernative HTTP record to 
cause the computer to determine if the alternative 20 
address is operative to enable accessing the alter- 
native HTTP record, and wherein the computer op- 
erates to transfer the attemative HTTP record re- 
sponsive to determining that the alternative address 

is operative. ^ 

174. The. apparatus according to clause 170 and 
further comprising a sender, and wherein the one 
HTTP record is accessible through the server, and 
wherein program operates such that prior to the 3o 
computer operating to access the one HTTP record ' 
the program operates the computer to determine if 
the sen/er is operative. 

175. The apparatus according to clause 172 and 3S 
further comprising a memory wherein the computer 

is in operative connection with the memory, arid 
wherein the memory includes address data, and 
wherein the computer is operative to determine the 
alternative address responsive to the address data 40 

176. The apparatus according to clause 175 where- 
in the address data corresponds to a further HTTP 
record, and wherein the computer is operative to ac- 
cess the further HTTP record, and wherein the fur- *5 
ther HTTP record includes address instructions cor- 

. responding to the alterr\ativ6 address, and wherein 
the software is operative to cause the computer to 
determlnethe attemative address responsive to the 
address instructions. ^ 

177. The apparatus accordingto clause -170 where- 
in the transaction function device includes a sheet 
dispenser, and wherein the sheet dispenser is op- 
erative to dispense at least one sheet responsive to ss 
the devfce instruction included in the one HTTP 
record. 



178. The apparatus according to clause 170 and - 
wherein the software includes a further program, 
wherein the further program is operative to cause 
the computer to detennine a value corresponding 
to a transfer speed for transfer of the one HTTP 
record to the computer. - ■ • 

179; The apparatus according to clause 17B' and. 
-further comprising a memory in operative connect 
tion vrith the computer, and wherein the further pro-, 
gram Is operative to operate the computer. to com- 
pare the transfer speed to data representative of a 
value stored In memory, and wherein the software 
' is operating to- access an alternative HTTP record 
responsive to a resutl of the comparison, whereby 
an alternative record may be accessed responsive 
to the one HTTP record transferring too slowly. 

1 80. The apparatus according to clause 1 78 where- 
. in the software is operative to cause the computer 
to determine a fiie size corresponding to the one 
HTTP record and a.trar^sfer rate, and wherein the 
transfer speed is determined responsive- to the file 
size and the transfer rate. 

.1 SI : The apparatus according to clause 1 80 where- 
in the one HTTP record includes an'HTfWlL docu- 
ment. 

182. A method comprising the steps ot ; ■ . 

- (a) producing a fi rst function key input signal by 
pressing a firsttunction key on an automated 
banking machine; 

(b) convening the first functfon key input signal 
to a first mouse input signal including indicia 
corresponding to a first mouse input location; 
and 

(c) delivering the first mouse input signal to a 
mouse Input strearn of a computer in operative 
connection with the autc^nated banking ma- 
chine. 

183. The method according to clause 182 wherein 
the machine includes a screen, and wherein the first 
function key is adjacent to* the screen on the ma- 
chine, and wherein the first mouse.input bcation is 

. on the screen adjacent to the first function key. 

184. The method accordingto clause 182 and fur- 
ther comprising the steps of: 

(d) producing a second function key input signal 
by pressing a second function key on the auto- 
mated banking machine; 
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(e) converting the .second function key input 
. signal to a second mouse input signal including 

indicia corresponding to a second mouse input 
location disposed-ot the first tocalion; and • - 

- . .5 . 

(f) delivering the second mouse input signa! to 
the mouse input stream of the computer. 

185. The method according to clause 184 wherein V- 
the automated banking machine includes a screen, ^o 
wherein the first function key is disposed on the ma- 
chine adjacent the screen, and wherein the second 
function key is positioned on the machine adjacent 

the screen and is disposed from the first function 
key, andwheretnthefirstmouseinputiocationlson f5 
the screen adjacent the first function key and the 
second mouse input locsalion is on the screen adja- 
cent Ihe second lunclion key. 

186. The method according to ciause 1 82 and fur^- 20 
ther comprising the steps ot 

{d) producing a first keypad input signal by 
pressing a first keypad key on the automated 
banking machine; 

(e) converting the- first keypad key input signal 
to a first Key1x>ard input signal; and 

(f) delivering the first keyboard input signal to a so 
keyboard input stream of the computer. 

187. Tne method according to ciause 182 and fur- 
ther comprising the steps of: 

35 

d) producing a first keypad input signal by 
pressing a first keypad key on the automated 
banking machine: 

e) converting the first keypad input signal to a 40 
second mouse input signal including indicia 
corresponding to a second mouse input loca- 
tion disposed of the first location; and 

f) delivering the second mouse input signal to <5 
the mouse Input stream of the computer. 

188. The method according to clause 182 wherein 
the machine includes a data store, and wherein the 
data store includes conversk>n data, wherein the so 
conversion data is usable to convert at least one 
function key input signal to a mouse inpXJt signal, 
and prior to step (e) further comprising the step oh 

(d) obtaining from the data store the conversion 55 
data and converting the first function key input 
signal to the fi:st mouse input signal using the 
conversion data. 



189. The method-according to dause 188 wherein 
the conversion data includes coordinate data cor- 
responding to at least one mouse input tocatiori, 
and wherein in step (d) the conversion data includes ' 
coordinate data. 

190. The method according to clause 188 wherein 
the machine includes at-least one* server In opera- 
tive connection with the computer, and prior to step ■ 
(d) further comprising the step of: 

(e) accessing a ftret HTTP record through the- 
server, wherein In step (d) the conversion data 
is obtained responsive to accessing the first 
record. • • ' 

1 91 . The method according to clause 190 wherein 
the conversion data includes a plurality oi sets, and 
wherein each set corresponds to at least one HTTP 
record, and wherein In step (d) the conversion data 
is obtained from a first set corresponding to the first 
record.. . 

192. The method according to clause 182 wherein 
the machine includes a plurality of function keys, 
and prior to step (a) further comprising the step of: 

selectively enabling the first function key, 
wherein the first function key input signal ts 
generated responsive- to the first function key 
being pressed. 

1 93. The method according to clause 188 wherein . 
the nrtachine includes a plurality of function keyaand 
further comprising the step of: 

(e) disabFing operation of a second function key 
on the machine responsive to the conversion 
data provided in step (d), wherein pressing the 
second function key does not result In the de-' 
livery of a signal to the mouse input stream. 

194. The method according to clause 193 wherein 
the machine includes at least one sen/er In opera- 
tive connection with the computer, and prior to step 
(d) further comprising the step of: . - 

(f) accessing a first HTTP record through the 
server, wherein the conversion data in step (e) 
operative to disable the second function key is 
obtained responsive to accessing the first 
record. 

1 95. An automated, banking machine operated in 
accordance with the method recited in ciause 1 82. 

196. At least one article including computer soft- 
ware stored thereon, wherein the computer soft- 
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ware is operative when executed in a compuler in 
an autofnated banking macliine t&operatethe ma- 
cliine in accordance witii th© method recited In 
clause 182. . - 

s 

197. The method according to clause 182 wherein 
the automated banking machine comprises a 
screen, and whereirv the computer is operative to 
provide a mouse location indicator visible on the 
screen, and further comprising the step ot: to . 

suppressing the mouse location indicator, 
wherein the mouse location Indicator is gener- 
ally not visibie when viewing the screen. 

IS 

198. The method according to clause 190 wherein 
in slap (e) the HTTP record includes an HTML doc- 
ument 

1 99. A method comprising the steps ot: 20 

(a) producing a first keypad key inptrt signal by 
pressing a first keypad key on an automated 

- banking machine; 

(b) converting the first keypad key input signal 
to a first keyboard Input signal: and 

(c) delivering the first keyboard input signal to 

a first keyboard input stream of a computer in 30 
operative connection with the automated bank- 
ing machine. 

200. The method according to clause 199 wherein 
the machine includes software executable in the 35 
computer, wherein the software Includes a browser, 
and at least one server in operative connection with 
the computer, and further comprising the steps of: 

(d) accessing a first HTTP record through the 
server, and responsive to the first record ac- 
cessed either: 

(e) delivering a signal indicative of the first key- 
pad key pressed in step (a) to the browser, 45 

or . 

(t) defivering a signal not indicative of the first 
keypad k&y pressed in step (a) to the browser. 

so 

201 . The method according to clause 200 wherein 
the first In step (d) the first HTTP record includes a 
first HTML document, and wherein the first HTML 
document includes a request for a customer to enter 
a PI N number, and wherein the first keypad key cor- .55 
responds to a part of the PIN number, and wherein 
alternative step (1) is carried out responsive to step 
(a). 



202. Tha method according to clause 199 wherein 
the machine comprises a plurality of functfon keys 
and a plurality of keypad keys, and wherein the nr\a- 
chlne further comprlses a browser operating In the 
computer, wherein the computer is in operative con- 
nection with a server, and further comprising the 
- steps of: 

(d) accessing a first HTML document through 
. the server with the browser, 

(e) selectively enabling selected ones. of the 
- function keys and keypad keys to produce rep- 
resentative signals when pressed, responsive 
to the first HTML document accessed in the ac- 
cessing step. 

203. The method according to clause 202.wherein 
in step (e) all of the keypad keys smd functk>n keys 
. are not enabled responsive to the accessing the first 
HTML document, whereby transaction speed is in- 
creased. 

Vr 

204. A methcKi comprising the steps of: 

a) producing a first keypad key input signal by* 
pressing a first keypad key on an automated^- 
banking machine; 

b) converting the first keypad.key input signal ' 
to a ftrst mouse input signal including indicia-- 
corresponding to a first mouse input location; 
and 

c) delivering the first mouse input signal to a- • 
mouse input stream of a computer in operative 
connection with an automated banking ma- 
chine. 

205. An automated banking machine operated in 
accordance with the method steps recited in clause 
204. 

206. At least one article including computer soft- 
ware thereon, wherein the computer software Is op- 
erative when executed in a computer of an automat- , 
ed banking machine to operate the machine in ac- 
cordance with the method recited in clause 204. 

207. A method of printing a document with an auto- 
mated banking machine, comprising the steps of: 

(a) conducting at least one transaction with the 
machine; 

(b) storitig transaction data corresponding to 
the transaction in a memory in operative con- 
nection with a computer, wherein the computer 
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is operatively connected with the machine; 

(c) accessing a first HTML document with a 

. . browser operating in the computer, wherein the ■ - . - 

first HTML document includes at ieast one print 5 
• instruction; and 

(d) printing indicia corresponding to the trans- 
action data in themeit^ory with a printer in the 
machine responsive to the print instruction in- io 
eluded in the first document 

208. The method acconiing to clause 207 wherein 
tlie first HTML document includes instructions 
therein corresponding to a format, and wherein fn ts 
step (d) the indbia is primed in accordance with the 
format. 

209. The method according to clause 207 and f ur- 
thier comprising the step of: ^ 

inputting customer identifying information to 
the machine, wherein data conasponding to 
the customer identifying informatbn is included ■ 
in the transaction data stored in the storing 2S 
step. 

210. The method according to clause 209 wherein 
the inputting step includes inputting a card into a 
card readeron the roachine. wherein the customer, sa 
•identifying information corresporids to indicia read 

by the card reader from the card. 

211 . The method according to clause 207 wherein 
the transaction conducted in step (a) includes the 35 
dispense of at least one sheet from a sheet dispens- 
er in the niettihine. 

212. An automated banking machine operated in 
accordance with the method recited In clause 207. 40 

21 3. A machine operated in accordance with the 
method recited tn clause 207. 

214. The method according to clause 207 and fur- 
ther comprising the steps of: 

e) providing a plurality of HTML documents ac- 
cessible through a server, said documents in- 
cluding the first document, and a second doc- so 
ument wherein the second document includes 
at least one second print instruction; 

t) accessing the second HTML document with 
the browser, ss 

g) printing indicia corresponding to the transac- 
tion data in memory wi^ the printer in the ma- 



chine responsive to the second print Instruction 
included in the second document. 

215. The method according to clause 214 wherein 
the first document includes indicia in a first lan- 
guage and the second document includes indicia In 
a second language, and wherein in step (d) a print- 
ed item including transaction indicia is produced in 
a first language and \r\ step (g) a prirrted item is pro- 
duced including transaction. indicia in a second lan- 
-guage. 

216. The method according to clause 207 wherein 
the first document includes indicia representative of 
noachine readable indict, wherein tn step (d) a 
printed Item is produced including machine reada- 
ble indicia. 

217. The method according :to -clause 207 wherein 
in step (d) the printer is operative to print a transac- 
tion receipL 

218. The method according to clause 207 wherein 
in step (d) the printer is operative to print a check. 

21 9. The method according to clause 207 wherein 
In step (d) the printer 6 operative to print a wager'ng 
slip. 

220. :An automated banldng machine including: > ■ 

a plurality of transaction functtcn devices, the 
transaction tunctron devices including a printer 
and an input device; 

a computer In operative connection* with the 
transaction function devices and a memory, 
wherein the computer includes software exe- 
cutable therein, wherein the software includes 
a browser; 

wherein the software is operative to cause the 
computer to store in the memory transaction 
data representative of at least one input to an 
input device, and wherein the software is oper- 
ative to cause the browser to access an HTML, 
document including at least one print instruc- 
tion and to operate the printer to print an item 
responsive to the print instruction and the trans- 
action data. 



Claims 

1 . A system comprising: 

at least one server^ 
a plurality , of HTML documents accessible 
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. through the server, wherein each of the docu- 
ments is accessibfe at a corresponding docu- 
ment address, wherein the documents include 
a first ckDcument accessible at a first address., 
the first document including first material; . ■ 
a first transaction machine, wherein the first 
transaction machine is located at a first loca- 
tion, wherein the first material is targeted to us- 
ers of the first transaction machine, wherein the 
. -first-transaction machine includes a first com- 
puter and a first output device, wherein the first, 
output device Is in operative connection with 
. the. first computer; and 

a first browser executable in the first computer, 
and operative to access the first document at 
the first address, wherein the first computer is 
operative responsive to the first document to 
output tiie first material through the first output 
device. 

2, The system according to claim 1 wherein the doc-, 
uments include a second document accessible at a 
second address, the second document including 
second material, and further comprising: 

a second transaction machine, wherein the 
second transaction nnachine is located at a sec- 
ond location, wherein the second nnalerial is 
targeted to users of the second transaction ma- 
chine, wherein the second transaction machine 
includes a second computer and a second out- 
put device, wherein the second output device 
. is in operative connection withthe second com- 
puter, and ■ 

a second browser executable in the second 
computer and operative to access the second 
document at the second address, wherein the 
computer is operative responsive to the second 
document to output the second material 
through the second output device. 

• 3. The system according to claim 1 or 2 wherein the 
first rrtateriai includes material in more than one hu- 
man language. 

4. The system according to claim 1 or 2 wherein the 
first nfiaterial includes currency eKchange infOnna - 
tion. 



. claims wtierein the first transaction machine further., 
includes a first sheet dispenser device in operative 
connection with the first computer^ and wherein the 
documents include a further document accessible 
at a further address, wherein the. further document 

~ includes a dispense instruction, and wherein the 
first computer operates to cause the first sheet dis- 

■ ' penser device to dispense a sheet^sponsive to the 
first browser accessing the further document. 



TO 



a. The system according to claim 2, or any one of 
claims .3 to 7 when appended thereto, wherein the 
first transaction machine includes a first sheet dis^- 
penser device in operative connection with -the first 
15. computer, and wherein the second transaction 6&- 
vbe Includes a 6econd..sheet dispenser device in 
operative connection with the second computer, 
and wherein the documents include a further docu- 
ment accessible at a further address, wherein the 
20 further document includes a dispense instruction, 
and wherein the first computer operates to cause 
the first sheet dispenser device to dispense a sheet 
" responsive to the firstbrowser accessing the further 
document, and wherein the second computer is op- 
2S erative to cause the secc»id sheet dispenser device 
to dispense a sheet . responsive to the second 
browser accessing the further document. 

9. The system according to any one of the preceding 
30 claims, and further comprisjng a machine data store - 
Vi the machine, wherein the machine data store ia 
in operative connection with the firstcomputer, and 
wherein the data store ihctudes location data rep- 
resentative of the first location, and further conripris- 
35 . ing software in the first computer operative to conrv 
munlcatethe location data to the server and further 
comprising software in operative connection with 
the server, wherein the software is operative re- 
sponsive to receipt of the location data to cause the 
40 server to deliver the first document to the first 
browser 

10. The system according to claim 9 and further conrv 
prising a server data store in operative connection 
4S with the server, wherein the sender data store in- 
cludes document data, and wherein the server is 
operative to generate the first document responsive 
to the location data and the document data. 



5. The system according to claim 1 or 2 wherein the so 
first nrtaterial includes advertising material. 

6. The system according to claim 2. wherein the first 
material includes first advertising material and the 
second material includes second advertising mate- ss 
rial. 

7. The system according to any one of the preceding 



11. A method comprising the. steps of: 

a) providing a plurality of HTML documents, 
wherein each of the documents is accessible at 
a corresponding address through a server, 
wherein a firsjt document includes first material, 
and wherein a second document is accessible 
and includes second nnaterial. the first material 
targeted to users of a first transaction machine 
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- tocated at at least one first locatbn. and the 
second material targetjsd to users of a second 
transaction machine tocated at at least one sec- 
ond location; ^■ ■ - 

b) accessing the first documents with a first 5 
browser in the first transaction machine; 

c) outputting the first material through a first 
output device h. operative connection with the 

. -y first browser on the first transaction macNne; 

d) accessing the second document with a sec- - to 
ond browser in the second transaction ma- 
chine; and 

e) outputting the second material through a 
second output device in operative connection 
with the second browse r in the second transac- 15 
tion machine. 

12. The method according to claim 11 wherein the pro- 
viding step includes providing a further document 
including a dispense instruction therein, and further 20 
comprising the steps of:- - 

accessing the further document with the first 
transaction machine; and . 
dispensing a eheet from a first sheet dispenser 2S 
device.on the first trar^sactton machine respon- 
sive to the instruction in the further document. 

13. The method according to cteum 11 or 12 wherein ' 
step (b> comprises accessing the first document at . 
a first document address and step (d) comprises ac- 
cessing the second document at a second docu- 
ment address.. 

1 4. The method according to claim 1 1 , 12 or 1 3 and fur- 3S 
ther comprising the steps of providing the sen/er 
with machine data representative of the first trans- 
action machine and generating the first document 
from the machine data. 
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